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Abstract—Quick Response (QR) codes have become increas-
ingly popular for screen-camera communication due to their swift
readability and widespread smartphone use. Nevertheless, they
are vulnerable to privacy invasions from unauthorized photog-
raphy. Addressing this, we propose a novel Moiré encryption
technique-based secure screen-camera communication system,
named MoiréComm. The Moiré encryption can enhance security
by using distinct spatial frequency patterns for camouflage. The
original QR code is revealed as a Moiré pattern only when the
camera in a designated position, e.g., directly in front and 30 cm
from the screen. From any other positions, only the camouflaged
QR code can be seen. Decryption schemes are customized
for different scenarios. The multi-frame approach achieves a
decryption success of over 98.6% within 13.2 frames in handheld
scenarios. Conditional generative adversarial network (cGAN)-
based decryption method decodes the Moiré QR code images with
a 98.8% success rate in 0.02 s within three frames and is also
applicable in handheld scenarios. For fixed screen-camera setups,
our fast decryption scheme achieves 99.4% success within two
frames, with average 0.4 s latency. Significantly, the decryption
rate plunges to 0% for surveillance cameras displaced by 20°
or more than >10 cm from the target position, demonstrating
MoiréComm’s resilience against attacks.

Index Terms—Screen-camera communication, secure QR code,
nonlinearity.

I. INTRODUCTION

Screen-camera communication leverages the visible light
channel to facilitate data transmission. Quick response (QR)
codes are a widely used form of this technology, allowing
rapid access to various quickly access specific and user
authentication services, such as mobile payments, building
access controls, and library book rentals via omnipresent
screens and mobile device cameras. Fig. [T| features the Alipay
application [1]], which serves as an illustrative case for a
QR code-based authentication system. In this system, the
user initiates a transaction by entering a password, which
triggers the application (app) to encrypt the pertinent account
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Fig. 1. Security risk of the existing screen-camera communication (e.g., QR

code). Left is the QR code-based authentication system for Alipay, and right
is the process of STLS attack on QR code-based payment

and payment data, subsequently generating a QR code on
the user’s smartphone screen. The code is scanned by a
retailer using either an Electronic Cash Register (ECR) or
a smartphone, allowing for decryption of the encoded data.
A payment request is then dispatched to the Alipay system’s
backend infrastructure. Once the transaction is validated, the
user is informed in accordance with the established transaction
procedure [2].

As a widely used form of screen-camera communication,
QR codes offer convenience but are also prone to security
vulnerabilities, including Replay attacks [3l], [4], [S] and
Synchronized Token Lifting and Spending (STLS) attacks [6]].
In these scenarios, an adversary can covertly capture a user’s
QR code and use it for unauthorized payments or to gain
access to private information. Also as depicted in Fig. [I] an
attacker can simply photograph a victim’s QR code and present
it to a retailer to conduct an illicit transaction without needing
to decrypt the message or acquire the victim’s password. The
prevalence of QR codes in retail chains (e.g., Walmart and
Starbucks), financial institutions (e.g., PayPal and Alipay),
and social networking apps (e.g., WeChat and Instagram)
exacerbates the potential for substantial financial loss [7],
[8] and mass privacy breaches [9]], [10]. The complete threat
model is outlined in Sec. [

The existing vulnerabilities in screen-camera systems are
attributable to the inherent characteristics of the visible light
channels. The light emitted from the screen exhibits hemi-
spherical radiation patterns, allowing the transmission of in-
formation to be received at almost any unobstructed location.
Moreover, the screen-camera communication systems are de-
ficient in a secure mutual challenge-response protocol due
to their unidirectional information flow architecture, which
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is limited to screen-to-camera communication without an
acknowledgment (ACK) feedback loop from the camera to
the screen. In this paper, we develop a novel and secure
encryption technique for the screen-camera communication
systems, hereafter referred to as MoiréComm to resist such
attacks.

Our proposed scheme leverages the non-linear spatial fre-
quency characteristics of light to effectively prevent unautho-
rized access to QR codes within a communication channel.
MoiréComm harnesses the existing physical characteristics of
both the screen and the camera to establish an encryption
protocol, thereby eliminating the need for additional communi-
cation channels or specialized hardware components. When a
QR code is initially created (refer to Fig. 2(a)] for an example),
MoiréComm secures it by integrating it into a pattern that the
human eye perceives as noise, leveraging a predetermined spa-
tial frequency for this purpose. Fig. [2(b)] presents an instance
of such an encrypted QR code, hereinafter referred to as Moiré
code. Upon display and subsequent capture of this Moiré code
by a camera, the resulting image is impressed upon the cam-
era’s CMOS sensor, subject to geometric alterations such as
scaling, translation, and rotation, which are influenced by the
spatial relationship between the screen and the camera. Precise
alignment of the camera, acting as the designated receiver,
with a specific location allows the nonlinearities of spatial
frequency between the projected Moiré code and the camera’s
color filter array (CFA) to decode the original QR code via
a Moiré pattern, as evidenced in Fig. Eﬂ Conversely, any
unauthorized cameras attempt to capture the Moiré code from
alternative positions, they will fail to discern the correct Moiré
pattern, as shown in Fig. 2(d)} Thus, the stringent requirement
of camera positioning serves as a physical barrier, thwarting
potential attackers from deciphering the Moiré code.

MoiréComm provides a number of benefits. To begin with,
MoiréComm is a software-based approach that eliminates the
need for external communication channels or supplementary
hardware components. Furthermore, the decryption process
hinge upon the relative position between the Moiré code
and the capturing camera. Thus attackers are prevented from
decrypting the Moiré codes due to the fact that they cannot
occupy the same physical space as the would-be victim.
Additionally, our proposed MoiréComm is built upon the
existing QR code framework, and the entire encryption and

'A supplementary video demonstrates the organic unmasking process of
an Moiré code: https://youtu.be/D10J7WCik8U. It should be noted that the
scaling of Fig. m is tailored for this publication, and as such, it is not
feasible to decrypt it using standard smartphone cameras.

decryption processes do not require changing the original

QR code protocol; therefore, this makes it possible to easily

deploy MoiréComm on the apps that require secure QR code

communication, such as key exchanges and device paring.
We design three decryption methods for Moiré codes tai-
lored to various screen-camera communication scenarios. In
handheld scenarios, such as mobile payments where users and
cashiers handhold smartphone screens and cameras, we offer
a multi-frame decryption approach. This method employs tra-
ditional image processing algorithms to analyze and integrate
the multiple captured Moiré codes with slighly hand tremors,
reconstructing the original QR codes. This approach is uni-
versally applicable and particularly beneficial for embedded
camera systems lacking deep learning support, although it
requires more processing time. Considering that smartphones
and scanning machines are typically equipped with powerful

CPUs or GPUs that can support deep learning libraries like

PyTorch. Based on this hardware foundation, we propose a

decoding algorithm based on conditional generative adversar-

ial networks (cGANSs). This algorithm processes the captured

Moiré codes with a pre-trained model for fast restoration of

the original QR code, facilitating near-instantaneous decoding

and mirroring the experience of scanning traditional QR codes.

In stationary camera and screen setups, we propose a fast

decoding technique using differential analysis. It involves

displaying a reference image on the transmitter’s screen, which
is an encrypted Moiré pattern of a pure white base, and
capturing it alongside the Moiré codes with the receiver’s
camera. The original QR code is retrieved by subtracting the
reference image from the captured Moiré codes.
Comprehensive series of experiments are conducted to
evaluate the MoiréComm for its effectiveness and robustness
across various electronic screen, smartphone cameras, and

Raspberry Pi cameras. Under handheld camera conditions, our

proposed general multi-frame decryption method achieves a

decoding accuracy rate exceeding 98.6% within an average of

13.2 frames, but with an average latency of 2.7 s. Furthermore,

our cGAN-based decryption approach demonstrates an average

decoding latency of just 0.02 s and an average success rate of

98.8% when using up to three frames captured near the target

location. In scenarios with fixed camera and screen positions,

our rapid decryption scheme attained a 99.4% success rate
within two frames, with an average latency of approximately

0.4 s. The experiments also reveal that any unauthorized

cameras distanced more than 10 cm away from the designated

receiver location or angled beyond 20° experienced a decoding
rate plummeting to zero, ensuring that potential attackers could
not acquire useful information.

The contributions of this work include the following:

« We propose MoiréComm, including Moiré-based encryption
and decryption techniques for improving the security of the
screen-camera communication.

o We build a mathematical model to describe the Color Filter
Array in the camera module for use in camouflaging spatial
patterns via phase modulation and frequency modulation.

o We design three robust decryption schemes for the recon-
struction of original QR codes from captured Moiré patterns
in different application scenarios.
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« We implement the MoiréComm system in Android, i0S, and
Raspbian (the embedding operating system), and conduct
extensive experiments to assess the feasibility and limi-
tations of the proposed MoiréComm. The source code is
available: |https://github.com/SolskyPan/mQRCode.

II. THREAT MODEL
A. Mobile payment scenario

We envision a mobile payment scenario in which a user
(hereafter referred to as the victim) intends to make a payment
using a mobile payment application. During this process, the
victim displays the payment QR code on their smartphone
screen, which is then scanned by the cashier to complete the
transaction. Simultaneously, an attacker attempts to covertly
obtain the victim’s QR code in order to commit fraud. The
attacker may either approach the victim to secretly photograph
the code using a smartphone or digital camera, or employ
concealed cameras installed in the ceiling or wall outlets
to surreptitiously capture the QR code. Since users often
display the payment QR code before reaching the cashier,
as documented in reported cases [7]], there is a considerable
likelihood that an adversary can successfully capture the code.

To further understand how early users tend to show the
payment QR code on the screen, we conducted both online and
offline surveys in three cities in China, collecting responses
from 150 users to investigate their habits regarding QR code
payment while waiting in line. The details are shown below:

Questionnaire analysis: The questionnaire focused on
three main questions: (1) whether they are accustomed to using
OR codes for payment; (2) whether they tend to open the QR
code in advance before reaching the cashier;, and (3) how
many people are usually ahead of them in the queue when they
open the QR code. The results show that all participants use
QR codes for payment. Among them, 73% open their payment
QR code in advance while waiting in line. Specifically, 56%
do so when there is only one person ahead, 36% when there
are two people ahead, and 8% when three or more people are
ahead. Overall, 73% of users prepare their QR code at least
30 seconds before it is scanned by the cashier.

According to the questionnaire results, the time available to
the attacker is considered sufficient. Thus, once the victim’s
payment QR code is obtained, the attacker can immediately
transmit it to a remote server to perform unauthorized op-
erations. In addition, the attacker may interfere with the
legitimate payment process by creating physical obstructions
or employing social engineering tactics, such as engaging the
cashier in conversation to delay the scanning process. After
the unauthorized transaction is completed, the victim receives
a payment notification; however, by that time, the attack
has already succeeded and the unauthorized transaction has
been finalized. Furthermore, as documented in several reports,
victims often ignore such notifications or fail to recognize
them as indicators of a security breach [7], [8].

B. Possible attacks to MoiréComm

The purpose of our proposed MoiréComm is to enhance the
security of QR codes by leveraging the nonlinear properties of
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light and employing Moiré cryptography techniques to encrypt
the original QR code image through pixel-level modulation.
Authorized recipients can decode the original QR code infor-
mation only within a designated physical space. We assume
that the attacker is aware of the details of our encryption
method, and discuss two possible strategies they might employ
to compromise our system.

One possible attack method involves the attacker knowing
the specific position required to photograph the victim’s screen
in order to successfully capture an Moiré code. The attacker
could then further decode this image via our proposed decryp-
tion methods to obtain the victim’s original payment QR code.

Another possible attack is that the attacker attempts to
use an ultra-high-definition camera with a telephoto lens to
capture, from a distance, every pixel of the Moiré code
displayed on the victim’s screen. Then, they can subsequently
decode the original QR code. Specifically,detailed information
about the spatial frequency and phase of the camera’s Bayer
CFA is publicly available. After thoroughly studying our work,
the attacker can use the encryption algorithm to determine
the specific value (i.e., white or black) of each pixel in the
encrypted QR code. Through reverse engineering, it is then
possible to infer the information of the original QR code based
on these pixel values.

C. Countermeasures again attacks

For the first attack method, it would require the attacker
to be in close proximity to the victim, for example, within
50 cm of the victim’s smartphone screen and at a viewing
offset angle of less than 6 degrees. Such behavior would
be highly conspicuous and therefore difficult to execute in
practice. Thus, we argue that this attack strategy is unlikely to
succeed.

For the second attack method, it is theoretically feasible to
obtain the raw QR code if the attacker can capture every pixel
of the Moiré codes from the victim’s screen. However, how
feasible is it for the attacker to obtain pixel-level information
in practice? Next, we analyze the feasibility for an attacker to
obtain pixel-level information from a screen at a distance.

According to the ideal pinhole imaging principle, the spatial
resolution is determined by the pixel pitch of the display
and the camera as well as the camera focal length. However,
in practice, spatial resolution is largely impaired by lens
distortion and aliasing [11]. One well-known metric used to
quantify spatial resolution is the Modulation Transfer Function
(MTF). The modulation of an image represents its contrast in
spatial domain, as follows: M = w, where S,,aa

Smax+Smin

and S,,;, represent the maximal and minimal pixel values
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within an image. A higher M is indicative of higher contrast.
MTF is used to define the modulation ratio between a captured
image and the displayed image: MTF = %, where
Mcqp and Myg;, respectively represent the modulation of the
captured image and the displayed image. We usually use a
displayed image with Mg, = 1, such that MTF falls within
a range between 0 and 1. The MTF is proportional to the
spatial resolution. We can set a cutoff threshold for MTFE.
When the MTF value is below the threshold, there is no
way to differentiate among black and white pixels. Fig. [3]
shows the MTF of the Nikon D7000 with an AF-S NIKKOR
18 ~ 105 mm lens and an AF-S NIKKOR 70 ~ 200 mm
lens. When we set the cutoff threshold to 0.3 [[12], the camera
with 105 mm focal length is unable to differentiate individual
pixels when the camera is farther than 1.08 m. We can notice
the measured distance is much smaller than 1.40 cm computed
using the ideal pinhole imaging principle. When the camera is
held in hand (which is a more realistic case for the attacker),
MTF is further decreased by 3.92%. When a telephoto lens
with the 200 mm focus is used, the maximal attack distance
is increased to 2.1 m. However, the size of the lens is also
increased to 88.5 mm x 202.5 mm (diameter and length)
which makes it even harder to disguise. Although lenses with
longer focal lengths (e.g., 800 mm [[13]]) are available in the
market, their sizes and prices make them hard to be used
in the attacks. Overall, it would be reasonable to conclude
that MoiréComm greatly reduces the risks involved in leaking
information via QR code.

In contemporary flagship smartphones, the equivalent fo-
cal length of telephoto lenses typically ranges from 120 to
240 mm[14]. To examine the capability of capturing en-
crypted QR images, we selected the Xiaomi 13Ultra, which is
equipped with a telephoto lens with a 240 mm equivalent focal
length (in 10x optical zoom mode), as the attacker mobile
device. Our findings revealed two main issues: (1) focusing on
nearby objects in telephoto mode proved challenging; and (2)
even at successful focus, the effective distance for the Xiaomi
13Ultra to capture pixel-level information from a screen was
limited to 0.27 m. This primarily arises because, although the
mobile camera features a 240 mm lens, its camera sensor, the
IMX858 [15], has a pixel size only a quarter of the Nikon
D7000 [16], greatly restricting the smartphone’s ability to
capture pixel details. Consequently, the effective range for
capturing screen pixel information overlaps with the Moiré
pattern receiving area. Therefore, ensuring that smartphones
are absent within the receiving area can effectively prevent
mobile eavesdropping.

After analyzing the potential attack methods, we recom-
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Fig. 5. Left is nonlinear optical interaction of two patterns with frequency
f1 and fo; right is nonlinear optical interaction when taking a picture of a
display using a camera

mend the following countermeasures for victims: (1) Ensure
that only the cashier’s camera is within the acceptable range
of the payment device; (2) Make sure there are no concealed
smartphones with telephoto lenses within one meter, and no
telephoto digital cameras within two meters, of the payment
device. Additionally, the victim can orient the QR code screen
towards the ceiling when presenting it to the cashier, further
reducing the likelihood of being surreptitiously photographed
at the pixel level.

III. BACKGROUND
A. Spatial Frequency

Spatial frequency pertains to the recurring nature of a
structure’s pattern as it periodically extends through space.
Our work is centered on a curvilinear pattern within a two-
dimensional (2D) spatial framework, i.e., image. To character-
ize this 2D pattern, we employ both a frequency and a phase
term, as delineated below:

m(xay) =p(¢(x,y)) (1

where m(z,y) denotes the magnitude at a specific 2D co-
ordinate (z,y), i.e., the color of an image, p(-) is a periodic
function representing the the pattern’s frequency, while ¢(z, y)
is a phase function representing the pattern’s angle. For
example, Fig. [(a)] shows the periodic function using a cosine
wave with a frequency of 1/27. By setting the phase function
to ¢(xz,y) = x, a repetitive horizontal striped pattern emerges,

as depicted in Fig.

B. Nonlinearity of Spatial Frequency

The superimposition of two unique spatial patterns results
in nonlinear optical interactions that manifest as an additional
visible layer atop the original patterns, known as a Moiré
pattern. In the process of image overlay, the multiplication
of pixel values is employed rather than addition to more
accurately reflect the physical phenomena of light transmission
and absorption. In the context of gray-scale images, the value
of each pixel is indicative of the level of light reflectance, with
a value of O representing complete light absorption (black)
and a value of 1 indicating full light reflection (white). The
multiplication of corresponding pixel values from two images
yields a composite pixel value that signifies the combined
effect on light reflectance. This principle is also applicable
to color images and is applied to each color channel, i.e., red,
green, and blue, independently. Therefore, if we denote m
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as the resultant image from the superposition of two layers,
mi and mg, we can determine m through the following
calculation:

m(w,y) = m1($7y) X mg(:my) (2)

The multiplicative model produces nonlinearities in the spatial
frequency. For example, when m; and mo use cosine functions
with frequency f; and fo as periodic functions:

m =my X mg
=(a1 + bicos(2m f1t)) X (ag + bacos(2m fot))
=aias + a1bacos(2m fot) + asbicos(2w fit)
+ bibacos(2m(f1 + f2)t) 4+ bibacos(2w(f1 — f2)t)

and the combination result includes two additional frequencies
(f1+ f2) and (f1— f2). While human eyes are more sensitive to
low frequency signals; therefore, frequency (f; — f2) is easier
to observe, as shown in the left of Fig. E}

Taking into account the generality of patterns, when m;
and mo are represented as curvilinear patterns, where m; =
p1(d1(z,y)) and ma = pa(¢a(x,y)), the convolution theo-
rem [17]] can be applied to perform spectral analysis on their
composite pattern m:

M(.’L‘,y) :Ml(xvy)®M2(x7y) (4)

3)

where M, My, and M, represent the Fourier Transform of
m, m; and mgy, respectively; and the ® operator represents
the 2D convolution. According to Moiré theorem [18], the
periodic function and phase function are independent and
can therefore be computed separately. Let m,,; represent the
evident nonlinear component resulting from the superposition
of my and my with frequencies (f1 — f2). Due to the fact that
My is also a curvilinear pattern, my,; = ppi(dni(x,y)) is in
accordance with Eq. [T} We then decompose Eq. 4] and compute
its periodic function p,;(u) and phase function ¢, (x,y) as
follows:

pri(u) = IFFT(FFT(p1(u)) - FFT(p2(—u)))
(rbnl(xay) = ¢1(I7y) - ¢2($,y)

where FFT(T) and IFFT(T) are the Fourier Transform and
Inverse Fourier Transform of input 7', respectively; and p; (u),
p2(u), ¢1(x,y), and ¢o(x,y) are the corresponding periodic
and phase functions for m; and ms.

®)

C. Nonlinearity in Camera Systems

Cameras, as nonlinear systems, are prone to the generation
of Moiré patterns when capturing images of spatial patterns.
An illustrative case is depicted on the right side of Fig. [3}
where an image captured by a camera displays a set of
curving lines that are overlaid onto the screen pattern. This
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Fig. 7. System overview of our proposed MoiréComm, incorporating Moiré-
based encryption and decryption methodologies into the existing camera-
screen communication framework to enhance the security

nonlinearity stems from the color filter array, which consists
of a mosaic of minuscule color filters positioned above the
pixel CMOS sensors to facilitate the acquisition of color
data. Among these, the Bayer CFA is the most frequently
utilized [[19], especially in mobile device-embedded cameras.
As demonstrated in Fig. [6] the Bayer CFA captures light
intensity levels for one red, two green, and one blue channel
within every 4 x4 matrix.

During the process of photographing a screen, the pixel
array of the LCD or OLED screen creates a spatial pattern
with frequency f; when projected onto the camera, and the
CFA in the camera itself imposes an additional frequency fo.
By carefully positioning the camera at a specific distance and
angle relative to the screen, the resulting frequency disparity
(f1— f2) can be adjusted to fall within an observable frequency
band. This leads to a nonlinear optical effect that manifests as
a rippled pattern in the captured image, as shown on the right
side of Fig. [5] In Sec. the forthcoming discussion will
elaborate on the method by which the MoiréComm harnesses
this nonlinear optical interplay between the camera and the
screen to encrypt QR codes as camouflage images, thereby
enhancing the security of screen-camera communications.

IV. MOIRECOMM DESIGN
A. System overview

The primary aim in designing MoiréComm is to enhance
the security of the camera-screen communication system, e.g.,
QR code. The architecture of MoiréComm is depicted in
Fig. and comprises two main components: a transmitter
(e.g., a smartphone screen) and a receiver (e.g., a smart-
phone camera). As the transmitter produces a conventional
QR code, MoiréComm introduces both phase modulation
(detailed in Sec[TV-B2)) and frequency modulation (described
in Sec. [[V-B3)) techniques to encrypt the QR code. To further
secure the encryption and manage phase discontinuities, the
encrypted QR code (denoted as Moiré code) is masked with
strategically placed noise. This process generates an Moiré
code which, when displayed, offers an elevated level of
security.

On the receiver side, we provide three distinct decryption
methodologies tailored to suit various deployment contexts.
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It is important to position the camera at a precise distance
and angle in relation to the Moiré code for optimal func-
tionality. For circumstances where the devices are mobile,
with either the transmitter screen or receiver camera being
handheld by users, we design a conventional multi-frame based
decryption approach as a comprehensive solution (detailed in
Sec. [V-C2). Additionally, for those receiving devices with
the computational power to execute deep learning libraries
such as PyTorch, we develop a GAN-based decryption tech-
nique aimed at diminishing decryption time (elaborated in

ec. [V-C3). In the case of stationary scanners, which are a
common fixture in retail settings, the screen showcasing the
Moiré code is situated under the scanner to initiate the fast
decryption process (as outlined in Sec.[[V-C4). Once the Moiré
code is successfully restored to its original form, we utilize
a standard QR code decoder to retrieve the data embedded
within the code, ensuring seamless integration with existing
QR code reading technology while also providing a secure
transmission channel.

B. Encryption

MoiréComm harnesses the nonlinear optical interaction that
occurs between the CFA and the encryption pattern overlay-
ing the QR code. As established by Eq. 2] we assume a
general scenario where the spatial configuration of the CFA
is denoted as meyq(x,y), and the original QR code—which
is synonymous with the decrypted image—is represented by
Maec(z,y). The encryption objective is to ascertain the coded
QR code image, Men.(, y), in such a way that the relationship
Mec(T,Y) = Mefa (z,y) - Mene(,y) holds true.

1) Color Filter Array Model: We first model the CFA in
the camera using the equation mcfq (2, y) = Pefa(Pera(z,y)).
In the Bayer filter (see Figlf), green filters are located on
the diagonals of each 2 x 2 cell, while blue and red filters
occupy the remaining positions. Instead of modeling the
spatial frequency characteristics of all three color channels,
MoiréComm utilizes only the green filters, so we model only
the spatial frequency of the green filter. There are two reasons
for this: (1) QR codes contain only black and white blocks,
so one color filter is sufficient for decryption. (2) the green
filter in the 2 x 2 array is symmetric, which prevents abrupt
phase changes from being distinguished by the human eye or
the camera. Thus, the green filter is modeled as follows:

mcfa(xv y) = pcfa(d)cfa(l'v y))
Pefalt) = 0.5 4 0.5cos(2mu) (6)
d)cfa(xv y) = (((E + y)m0d2)/2

where m.s,(z,y) represents the color reception of the green
filter at coordinate (x,y) on the image sensor, p.rq(u) rep-
resents the periodic function, and ¢.f,(z,y) represents the

a0

(a) QR code (b) Moiré code (c) 10% dot (d) 20% dot

(e) Lines

Fig. 9. Addition of noise or camouflaging lines to mitigate observable lines
caused by abrupt phase changes

phase function. Since x and y range from 1 to the image
height/width, values of the phase function become 0 or 0.5.
After application of the periodic function, m.f4(x,y) becomes
1 (i.e., the CMOS sensor receives all light on the green filter)
in the diagonal grids in each 2 x 2 array or 0 (i.e., the CMOS
sensor receives no light).

2) Phase Modulation: Our goal is to ensure that the in-
formation in the mge.(x,y) is as the same as to that of the
raw QR code image. Here, we assume that each block of the
QR code represents a DC value, i.e., its spatial frequency is
zero. Thus, based on the properties of nonlinearity, we need
to make the spatial frequencies of the encoder (pey.) and the
CFA (pcfq) as the same. In this way, after the multiplication
of the two spatial frequency functions, one of the nonlinear
components (i.e., lower frequency component), i.e., Moiré
pattern, can convey the information of each block in the QR
code [20]. Thus, we let pe,c(u) equal pesq(u):

Penc(t) = 0.5 + 0.5cos(27mu) @)

QR code images consist of two types of blocks: black
and white. We apply phase modulation to map two types of
blocks to different phases, to make them distinguished after
the nonlinear multiplication. Due to the fact that mg.. (i.e.,
original QR code) and mcf, (modeled in Sec. are
known, combining Eq. 2] and [5] we have:

= pdec(¢dec($7 y))
= pdec((z)cfa (1‘, y) - ¢enc(m7 y))
- ¢en0(xa y) = ¢Cfa (% y) - p(;elc(mdw(m’ y)) + 2k

Mdec (.’17, y)

where k € 7Z, and p;elc represents the inverse function of pgec,
which maps intensity values to the corresponding phases. The
2k term has no impact on the encrypted image m.,,. because
we use cosine as the periodic function (Eq. [7).

By using only the phase modulation method (the same
method in [20]), where the phase information of the black
and white colors is directly inverted, we observe that phase
transitions at the interface of black and white segments may
lead to the appearance of conspicuous horizontal or vertical
streaks within the encrypted image, as depicted in Fig[9(b)]

To address this issue, we introduce different types of dis-
ruptive noise. Specifically, the results with the introduced dot
noise are illustrated in Fig[9(c)] and Fig[9(d)] while the result
with obfuscating stripes is shown in Fig. Empirically,
adding 10% noise is sufficient for Moiré codes displayed
on a smartphone screen with extremely high camouflage.
By incorporating noise into the phase modulation, we can
effectively mitigate the problem of phase discontinuity. This
encoding method is more secure than that in [20], as phase
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Fig. 10. Example of using various frequencies f to communicate at various
distances

Fig. 11. Challenges of decrypting mQ R codes. The area (a) enclosed by the
blue circle shows the blur in the Moiré code captured by the camera; Parts
(bl) and (b2) illustrate the inversion phenomenon compared to the ground
truth of the Moiré code

discontinuity could potentially lead to the leakage of the
original image information from the encryption.

3) Frequency Modulation: The numerous applications to
which MoiréComm could be applied may require that camera
capture the pictures at different distances from the screen.
Recall that when a camera captures an encrypted QR code on
a screen and it undergoes a nonlinear multiplication operation,
the spatial frequency of the Moiré pattern is (f1 — fa).
Here, f; is the spatial frequency of the camouflage pattern
projected onto the CMOS through the lens, and f5 is the spatial
frequency of the CFA. Our previous premise for phase mod-
ulation was that the Moiré pattern becomes more pronounced
when f7 is close to fo. Therefore, the distance between the
lens and the screen significantly affects the parameter f;. We
define the Moiré distance (D,,) of the screen-camera pair as
the camera capture the Moiré pattern from the screen when
the screen modulates the image by one pixel.

According to camera pinhole theory [21]], the size of an
object projected onto a camera sensor is inversely proportional
to the distance between the object and the camera sensor
as: Scam = SovjectXLfocal - yhere Scam 18 the object size
in the captured image, Sopject iS the object size in the real
world, Locq is the focal length of the camera, and D is the
distance between the camera and the object.  Although the
pinhole camera model does not account for lens distortion, we
can derive an estimate with regard to Moiré communication
distance, i.e., D,,, for a given camera and screen parameters.

Notably, when the receiver’s camera captures the Moiré
codes, increasing the image size using digital zoom does not
affect the communication distance D,,, since the optical focal
length remains unchanged. However, if optical zoom is used
to enlarge the image size, D,, will increase as the focal
length increases. Fortunately, receiver cameras, such as cash
register scanners or users’ mobile phones, typically use a fixed
focal length or only employ digital zoom during close-range
QR code communication. In such cases, the predetermined
communication range remains unaffected.

Bayer
Filters

Demosaicing
Projecting Display
onto Camera

Resulting
Image

Fig. 12. Analysis illustrating Moiré patterns in encrypted images: simulation-
based alignment results in the green filter

R R

(a) Distorted image (b) Overlap with bayer CFA filter

(c) Bayer pattern image

(d) After interpolation

Fig. 13. Simulation-based analysis illustrating phase inversion

To enable support for various communication ranges, we
extend Eq. [6] to modulate the frequency (f) of the generated
spatial patterns, as follows:

mcfa(xv y) = pcfa(¢cfa(xa y))
Defa(u) = 0.5 + 0.5cos(27mu) (8)

bera(,y) = (([2f] + [yf1)mod2)/2

where f € {1, %, %, %, ...}. Fig. [10| shows examples of Moiré
codes in which frequency modulation is applied to adjust the
communication distance with 1, 2, 3, and 4 times the D,,,. One
drawback we can see in Fig. [10]is that when we use a lower
frequency, the boundary of QR code blocks becomes more
evident due to the abrupt phase change. We address this issue
with the introduced noise to obscure the distinct boundary

information, the same method described in Sec. [[V-B2]

C. Decryption

Decrypting the Moiré code requires that the user holds
the camera in a designated position, whereupon the Moiré
effect reveals the original QR code. However, using this image
directly to reconstruct the original QR code is challenging,
due to the existence of blurred portions and phase inversion.
Examples of blurred portions are presented in Fig. [[T(a). Due
to the effects of phase inversion, blocks with the same color in
the original QR code (i.e., blocks which are modeled using the
same phase in Moiré code) may end up exhibiting different
colors in the Moiré pattern, as shown in Fig. [TT(b). Specifi-
cally, (b1) shows black blocks of the original QR code mapped
to purple in the captured picture, whereas (b2) shows black
blocks mapped to green. Before describing the decryption
methods, we first propose a simulation-based analysis to better
understand the phenomena.

1) Challenges: Phase Inversion and Blur: Phase inversion
refers to the phenomenon in which blocks of the same color
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in the original QR code (i.e., blocks modeled using the same
phase in Moiré code) end up exhibiting different colors in the
resulting Moiré pattern. We adopted simulation-based analysis
to illustrate how phase inversion occurs. The bottom left part
of Fig. [12] shows part of an Moiré code in which each block
represents a pixel, and these pixels are either black or white,
based on the phase modulation scheme (Eq. [V-B2). The top
left part of Fig. [I2] presents the Bayer CFA of a camera in
which each CMOS photosensor captures red, green, or blue
light.

In an ideal scenario, placing a camera with no lens distortion
precisely in the designated position will allow the perfect
alignment of pixels on the display, as shown in the left part of
Fig.[T2] The raw output from a photosensor is referred to as a
Bayer pattern image. Obtaining a full-color image requires
a variety of demosaicing algorithms [22], [23]], [24], [23],
which interpolate red, green, and blue values for each pixel.
In the process, the three channels are merged, resulting in the
creation of an image that is perceived by the human eye in its
intended form. For instance, within this specific example, the
green channel alone is responsible for capturing the screen’s
high-intensity light, leading to the exclusive visibility of the
green color. If the screen is displaced by a single pixel, it is
the red and blue channels that predominantly receive the high-
intensity light, thus presenting us with a purple hue due to their
fusion. Under such an optimal condition, the captured image
of the Moiré code exhibits a uniform phase correspondence
throughout. This means that, within the entire image, the black
squares of the original QR code consistently correspond to
either green or purple, as exemplified by the central illustration
in Fig.

Nonetheless, when lens distortion is present or the camera
is not accurately aligned with the intended position, the image
projected onto the camera’s sensor can become distorted.
As demonstrated in Fig. [T3] with the camera tilted by 1°,
the screen’s image is cast onto the photosensor array with
some distortion. Subsequently, we process the Bayer pattern
of the projected image, interpolate to generate the full-color

black and white

Fig. 15. Traditional multi-frame decryption scheme applied in handheld screen and camera scenarios

representation, and merge the separate channels to replicate the
image as it would be captured by the camera. The resulting
Moiré pattern exhibits a green hue on the left side and a purple
one on the right, vividly demonstrating the occurrence of phase
inversion through the simulation. Utilizing the encryption
method we propose, a white image (as shown in Fig. is
encrypted, resulting in a Moiré pattern (depicted in Fig. [T4(D)).
It is observed that despite the encrypted image retaining iden-
tical phase information, its associated Moiré pattern displays
multiple colors. This exemplifies the complexity involved in
devising a robust decryption strategy.

2) Traditional Multi-Frame Decryption Scheme: Our pre-
liminary analysis has revealed that distortions from the camera
lens and inaccuracies in camera positioning can lead to phase
inversion, complicating the decryption process of an Moiré
code when using a single snapshot. To overcome these chal-
lenges, we firstly design the MoiréComm decryption algorithm
that leverages multiple consecutive frames from a video. This
algorithm is based on the observation that when a user holds
the camera, there is inevitably a certain amount of camera
shake (usually less than 2 ~ 3mm) [26]. The minute motions
between frames result in varying degrees of blur and phase
inversion across different areas of the Moiré code images.
By analyzing the disparities across these frames, it becomes
possible to reconstruct the original QR code. The multi-frame
decryption algorithm that we develop is comprised of the
following steps:

Enhancing color saturation: Fig. presents a picture
of an Moiré code captured by a smartphone camera. We first
enhance the color saturation to improve contrast among green,
red, blue, and resulting image is shown in Fig. [[5(b)l

Segmentation: A standard QR code is equipped with three
distinct positioning markers situated at predetermined loca-
tions, which facilitate the detection of a QR code by a reader,
ascertain the version of the QR code, and align the image
accordingly. The MoiréComm approach retains these critical
locators intact. Indeed, we employ these positioning markers
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Fig. 16. Conditional GAN-based decryption scheme applied in handheld screen and camera scenarios.

as reference points to construct lines for perspective correction,
transforming skewed squares back into their proper orthogonal
shape. Subsequently, the dimensions of these locator marks are
utilized to ascertain the dimensions of each individual block
within the QR code. An illustration of a segmented Moiré code
is depicted in Fig.

Conversion to black and white: In Sec. we describe
the decryption of QR codes by modeling green filters and
modulating the phase function to generate Moiré codes. QR
code blocks with the different colors are assigned different
phases, resulting in either green or purple separation in the
Moiré pattern, as shown in Fig. However, phase inver-
sion alters the color mapping in the spatial domain. To reliably
identify blocks with the same phase, we separate green from
purple by thresholding the green channel and converting the
image to black and white. In other words, when the green
intensity of a pixel is higher than a given threshold, then the
pixel is changed to white; otherwise, the pixel is changed to
black, as shown in Fig. [T5(d)]

Classification of blocks: After each block is changed to
black or white, noise can result in both black and white pixels
in a given block. Thus, in classifying each block as black or
white, we calculate the proportion value ¢ of black pixels in
each block. When c is larger than a given threshold (in this
case (0.8), the block is classified as black; otherwise, the block
is classified as white.

Labeling adjacent blocks with the same color: Two
adjacent black blocks probably have the same phase in Moiré
code. Thus, we loop through all of the black blocks and label
them using an index. Adjacent blocks that are both black are
labeled using the same index, as shown in Fig. [I5(e)}

Combining multiple frames: The above steps are repeated
for each incoming frame. The labels from the new frame
are then combined with existing labels from previous frames
as follows: If a block does not have an existing label or is
assigned a label in the new frame, then the block is assigned
a new label. If a block has an existing label index,;qy and is
assigned another label index,.,, in the new frame, then we
search among existing frames for blocks with label index ;g
and blocks with label index .., in the new frame, and assign
them a new label. We continue combining new frames until

either all of the blocks are labeled or all of the blocks
surrounding an unlabeled block are labeled. An example is

presented in Fig. [[5(F)]

Coloring blocks: Each block is then colored black or white
in accordance with the labels. The colors of the locator marks
are known; therefore, we begin by coloring their neighbors.
The rules for color blocks are as follows: i) If two adjacent
blocks have the same label, then they are drawn using the same
color, and ii) if two adjacent blocks have different labels, then
they are drawn using different colors. The original QR code
is then recovered after all of the blocks have been colored, as
shown in Fig.

3) Conditional GAN-based Decryption Scheme: Traditional
multi-frame decryption scheme can work well when the cam-
era is handheld to capture the Moiré codes and can be deployed
on almost any of IoT devices that have CPU or single-
chip microcomputer. However, this method has non-negligible
decryption latency due to the need for pixel-level and block-
level cyclic processing of multiple frames. Considering that
current smartphones have powerful CPUs and/or GPUs to
support libraries for deep learning (e.g., PyTorch Mobile [27]),
here, we realize a deep learning-based approach to realize
efficiently decrypt Moiré codes in the handheld case.

Unlike Convolutional Neural Networks (CNNs), which typ-
ically rely on predefined loss functions to optimize network
parameters, GANs utilize a dynamic adversarial framework
that allows for flexible generation of output data based on
given conditions [28]], [29]]. This adversarial setup, comprising
a generator and a discriminator, enables conditional GANs
(cGANSs) to learn complex data distributions and produce high-
quality samples that align closely with the input conditions.
Inspired by the Pix2pix model [30], a cGAN model that solves
the image-to-image mapping problem, we propose a cGAN-
based decryption scheme to translate Moiré codes into original
QR code images. An overview is shown in Fig[T] We first
formulate the cGAN-based adversarial loss as follows:

ﬁg.AN(Da G) = Ezfvpdam(x) [ZOQD(CE)]
FEznp. (»)[log(1 — D(G(2)))]
where G is the generator function, D is the discriminator

function, z is the training data being Moiré codes (Moiré
pattern) images taken by a camera, z is the target data being

)
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the original QR code images. To achieve the desired translation
result, the generator G and the discriminator D need to col-
laborate and compete with each other. From the loss function
of cGAN, we observe its primary mechanism: enhancing
the quality of generated images through adversarial training
between the generator and the discriminator. This competition
encourages the generator to produce results consistent with
the specific target image based on the input image because
the discriminator gradually becomes more adept at discerning
the authenticity of the generated images.

To ensure that the generated images are not only realistic but
also consistent in content with the target images, pixel-level
losses (such as L1 loss) can be used. We define the content
loss as follows:

Lcontent(G) = EI,Z[HG(:E) - Z||1] (10)

The overall loss function is a weighted sum of these
components:

Ltotal (Ga D) = )‘GANLGAN(G, D) + Acontenthontent(G)
(11)

Here, Agan and Acontent are hyperparameters that balance the
contributions of each term. The complete loss function of
cGAN inherently equips the encoder to generate the ground
truth QR code images with the captured Moiré code as the
input. Thus, it can provide the desired functionalities: 1.
deblurring; 2. correcting phase inversion; 3. converting to the
black-and-white style.

Generator is a network of “encoder-decoder” architecture.
The encoder has one Conv-ReLU layer with 64 4x4 spatial
filters and four Conv-BN-ReLU layers with [128,256,512,512]
4 x4 spatial filters where Convolution downsamples by a factor
of 2 and ReLU is leaky with slope 0.2, whereas the decoder
has one Conv-BN-Dropout-ReLU layer with a dropout rate
of 50% and four Conv-BatchNorm-ReLU layers where Conv
upsamples by a factor of 2 and ReLU is not leaky. After the
last layer in the decoder, an eventual convolution is applied to
map to RGB 3 channels, followed by a sigmoid function.

Discriminator is a network of “encoder” architecture com-
posed of one Conv-ReLU layer with 64 4 x4 spatial filters and
five Conv-BN-ReLU layers with [128,256,512,512,512] 4x4
spatial filters where Conv downsamples by a factor of 2 and
ReLU is leaky with slope 0.2. After the last layer, an eventual
convolution is applied to map to a 1D output, followed by a
sigmoid function.

In our cGAN model, the generator creates sample outputs
based on the input Moiré codes, while the discriminator
determines if these generated images closely resemble the
original QR code images. The output from the discriminator,
along with the loss values, is sent to the optimizer, which
adjusts the weights of both the discriminator and the generator
accordingly. Ultimately, the trained generator can produce
images that match the original QR code images, indicating that
the cGAN-based decryption model has successfully learned
the mapping function from the captured Moiré codes to
the original QR code images. This encoder function can be
regarded as our decryption scheme.

10

(c) Decryption result.

(b) Moiré code and its Moiré pattern.

Fig. 17. Fast decryption applied in fixed screen-camera scenarios

4) Fast Decryption Scheme: The above proposed two de-
cryption schemes are effective when users hold the camera in
hand. Considering that many QR code scanners used in stores
nowaday are fixed on a table [31]], therefore, we sought to
develop a fast decryption scheme for the scenario with a fixed
scanner.

For the sake of illustration, we present the following simple
experiment. We first use the proposed encryption scheme to
encrypt a white image (as shown in Fig. [T4(a)) and its Moiré
pattern (Fig. [T4(b)). We then encrypt another image with 2 x 2
black and white blocks, the Moiré pattern of which is shown
in Fig. [[4(d)} The sizes of the two images are the same, and
the display and camera are fixed in set positions. Clearly, the
shape of the Moiré patterns from two images are similar;
however, the colors located at black blocks in the second
image are inverted. This suggests that when the camera and the
display configuration are unchanged and the Moiré pattern of
the encrypted white image is known, then we can predict the
Moiré pattern of any Moiré codes in a given position simply
by inverting the green and purple located at black blocks.

This observation is used to guide the design of our fast
MoiréComm decryption scheme. We employ a QR code
scanner and placed a smartphone displaying an Moiré code
on the table to facilitate scanning. The phones alternatively
display an encrypted white image and an Moiré code at 10 fps.
The camera is configured to use a fixed focal length while
recording video at a frame rate of 30fps. Once the scanner
captures from the phone a frame with the encrypted white
image and a frame with the Moiré code, the two frames
then undergo processing to reconstruct the original QR code.
In details, we utilize the captured the Moiré pattern of the
encrypted white image as a reference, and then compare the
colors of the captured Moiré code with the reference image
to decrypt the original QR code. For example, if the color
difference of a given pixel in two images exceeded a given
threshold (80, 120, 120 in the RGB channels, respectively),
then the pixel is marked as a different color. If more than
80% of the pixels in a block are different, then the block is
colored black; otherwise, the block is white (Fig. [[7(c)).
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V. EVALUATION
A. Experiment Setup and Dataset Collection

We generate 20 version-3 (29 x 29) QR codes to encode
random text messages with the error correction level set at “M”
(i.e., 15% data restoration)ﬂusing MoiréComm for encryption.
The generated Moiré codes are displayed on 10 displays (4
i0S, 4 Android, 1 desktop display, and 1 laptop display).
Furthermore, the codes are configured specifically for receivers
position at a specific distance at an angle of 0°. 8 smartphones
(4 10S and 4 Android) with built-in cameras and 2 PiCameras
connected to a Raspberry Pi [33] are used to decrypt the Moiré
codes. The cameras are set to record a video of each Moiré
code at 30 fps for Hsec. Each experiment is repeated 30 times
for each of the 20 Moiré codes. For the multi-frame decryption
method, the screen is fixed and the camera is held by an
user. For the fast decryption method, both the display and
the camera are fixed. We report the averaged percentage of
messages that are correctly extracted from the Moiré codes.

The proposed cGAN-based decryption model is a data-
intensive model, we generate 100 QR code images for training
and use the aforementioned 20 QR code images, that are
unseen for the trained model, for testing. Considering the
robustness of the cGAN-based decryption model on various
display-camera pairs and designated positions, we captured
the Moiré code images for the 100 QR code images with the
screens fixed and the cameras held by the users. For each QR
code image, we record the Moiré codes from each angle in [
-5°, 5°] with one degree interval at fixed optimal distances and
each distance in [ -5 cm , 5 cm | with one centimeter interval
at fixed optimal angles on the six cameras and six screens.
The original QR code images and Moiré codes captured by
the cameras are all resized as 256 x 256 pixels. Ultimately, we
obtain dataset with 125000 pairs of (Moiré codes, QR code)
for training the proposed cGAN-based decryption model, and

2 Alipay uses version-2 (25 x 25) QR codes [32]] while WeChat uses version-
1 (21 x 21) [32] QR codes. Version-3 QR codes which carry more data are
representative of the amount of data needed by these systems.

Noise Type
(c) cGAN-based decryption

(d) Fast decryption

Fig. 19. Decryption rates of MoiréComm with 10%-40% added dot-type noises or line-type noise

4800 pairs for testing the model performance on unseen Moiré
codes and 4 x 4 unseen screen-camera pairs. The entire process
is trained on one Tesla V100 GPU, and takes approximately
37 hours with 3 GB video memory until the model converged.

B. Micro Benchmark

1) Frames Required for Decryption: The quantity of frames
needed for successful decryption is a critical metric in eval-
uating the practicality of the MoiréComm system. The expe-
dited decryption method necessitates a single reference image
along with one Moiré code image for the decryption process.
Consequently, the ensuing assessment experiments are focused
on scenarios involving handheld photography: specifically, the
traditional multi-frame decryption approach and the cGAN-
based multi-frame decryption methodology.

To determine the number of frames in the multi-frame
decryption scheme, we first generate encrypted QR code
images with the additional noise type as 10% dot (see Sec. ??),
then we use 5 cameras to record videos of 20 Moiré code at
30 fps for 5 seconds and repeat 30 times. We apply the multi-
frame decryption method to all videos and filter out the blurred
frames. Fig. [I8(a)] shows the cumulative distribution function
(CDF) of the number of frames required to decrypt Moiré
codes when the camera is held in the correct position. We
can see that the average number of frames required for multi-
frame decryption is 10.2 and with 16 frames all Moiré codes
can be correctly decrypted. In the following evaluation, we use
16 frames to evaluate multi-frame decryption performance if
there are no special instructions.

Although our proposed cGAN-based decryption scheme is
designed to input one captured Moiré code image to output the
original QR code image, the experimental results show that our
method also cannot deal with the blur parts in the Moiré code.
Thanks to the error-correcting mechanism in the QR code
generator, the embedded information can still be recovered
from the output of the cGAN-based method. We evaluate the
number of frames required by the cGAN-based method by
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Fig. 20. Decryption rate of Moiré QR codes, where the screen is set as a coordinate system with its center as the origin

successively identifying the cGAN’s method’s output from
the same photographing position until the original QR code
embedded information is successfully scanned. Fig.
shows that the embedded information can be successfully
recovered with nearly 100% probability after scanning three
outputting results from the cGAN-based method. In the next
experiment, we will continuously scan 3 frames output by the
cGAN-based method to evaluate its decryption performance.

2) Determining the Additional Noise Type: The additional
noises are designed to camouflage the boundaries resulting
from abrupt phase changes in the encrypted QR code images.
However, the type of these noises also affects the decryption
efficiency of Moiré codes because noises indeed increase the
error bit rate in the original QR codes.

We evaluate the impact of added dot-type noises or line-type
noise on the three decryption schemes, and determine the best
noise type for practical scenarios. Figs. [19(a)19(b)| show the
decryption rates and corresponding number of frames required
for the multi-frame decryption scheme after adding 10%-40%
dot-type and line-type noises respectively. The decryption rate
is above 95% when using average 15 frames for 10% dot noise
and 23 frames for 20% dot noise. Nonetheless, the decryption
rate do not improve with the addition of more frames. When
40% dot noise is added, decryption rates drop to less than
20%, even when using 50 frames. Investigating the traces
that fails decryption reveals that the increasing dot noise and
camouflaging lines add the errors in block color classification,
which decrease the decryption rate. Fig. [T9(d)] and show
the impact of additional noise types on the average decryption
rate when using the fast decryption scheme and cGAN-based
decryption scheme, respectively. When only 10% or 20% dot
noise is added, the decryption rates are almost unaffected and
above 97%. When 40% added, the decryption rate drops to
61% for fast method and 78% for cGAN-based method.

From the above experimental results, 10% dot-type added
noise is sufficient to prevent the camera from capturing origi-
nal QR code image’s boundaries from the Moiré codes, while
all our proposed decryption schemes can achieve satisfactory

performance. In the following experiment, we adopt the ad-
ditional 10% dot-type noise in the encryption process of the
QR code images.

C. MoiréComm Performance

1) Decryption Range: The primary objective behind the
development of MoiréComm is to enhance the security of
camera-screen communication. Prior work [34] have showed
the decryption rates of the standard QR codes can be achieved
up to 100% while being placed within 3 meters from the
display, and the view angle has little impact to the QR code
decryption rate (100% ranging from -89° to 89°). These results
imply that the standard QR codes are easily sniffed.

We then evaluate the decryption range of the aforemen-
tioned three decryption schemes in Sec. [V-C] when decoding
the captured Moiré codes. Here, we define the screen as a
coordinate system with its center as the origin. The distance
from the camera to this origin is set as the reception distance,
and the angle of the lens facing the center is defined as the
reception angle. To better understand the high security of
our system in physical space, we use the offset distance and
angle towards the reception area to measure the decryption
rate of recipients for Moiré codes. Specifically, we define a
legitimate receiving area, which is a uniquely specified point.
Then, the offset distance is defined as the distance from the
receiving camera to this point, and the offset angle is the
deviation between the angle at which the receiving camera
faces the screen and the standard angle (i.e., 0°). Figs.[20(a)
and present the decryption rates of Moiré codes
with 5 cameras positioned at the correct view angle but at
various distances from the screen. Figs. [20(d)] [20(¢)] and 20(T)]
present the decryption rates with the camera positioned at the
correct distance but at various view angles. When the camera
is positioned at the designated distance (shifted by 0 cm)
and at the designated angle (shifted by 0°), the decryption
rate is 100%. When the camera is 10 cm or 20°away from
the designated position, the decryption rate drops to 0. These
results demonstrate the efficacy of MoiréComm in preventing
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Fig. 21. Multi-frame and cGAN-based decryption rates with different
frequency modulations

QR codes from being sniffed outside the designated receiver
position areas.

Our research underscores that our proposed cGAN-based
decryption technique achieves decryption success rates ap-
proaching 100% within a photographing range of = 5 cm and
£ 5° deviation from the target position. This high level of
accuracy is attributed to the supervised nature of the cGAN-
based method, with its training data encompassing Moiré
codes captured within the specified reasonable photographing
range. Nevertheless, the expansion of this range in the training
data does not substantially enhance the decryption capability
of the cGAN-based algorithm. This is because Moiré patterns
recorded outside the = 5 cm and + 5° range lose clarity and
progressively take on a ‘“gray” appearance, as illustrated in
Fig.[2(d)] containing almost zero useful information about the
original QR code.

2) Impact of Frequency Modulation: To evaluate the fre-
quency modulation in the MoiréComm encryption process,
we modulate 20 QR codes with four frequencies and display
them on a DELL S2340M screen. We let the user hold an
iPhone 7Plus and capture the Moiré codes at four designated
positions, then we apply the multi-frame and cGAN-based
decryption methods to evaluate the decryption performance.
The corresponding results are shown in Fig. 21} First, we
can see that when a smaller modulation frequency is used,
the Moiré codes can be decrypted at a longer distance. It
provides the flexibility in designing Moiré codes for appli-
cations targeted at various operating distances. Second, the
Moiré codes still offer the high security since they can only
be decrypted at the designated distances and angles. Third, our
trained cGAN-based decryption model (encrypted images in
the training datasets are encoded with f = 1) has similar
decryption performances on the Moiré codes modulated at
other frequencies.

3) Impact of Ambient Lights: To assess the impact of
ambient light intensity on our system’s performance, we
conducted two sets of experiments, one indoors and the other
outdoors. The first set of experiments was carried out in
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Fig. 22. Decryption performances of Moiré codes under different lighting
conditions: "In’ indicates indoors, with the percentage referring to the intensity
at which a desk lamp, placed beside the QR code screen, is controlled for
brightness. *Out’ indicates outdoors, with sunny weather at noon

an indoor setting, specifically in a nighttime environment,
where a desk lamp with a power rating of 15 watts and
a maximum brightness of approximately 1500 lumens was
used. We adjusted the brightness levels of the lamp (e.g.,
0%, 20%, 50%, ..., 100%) to simulate various ambient light
conditions. The second set of experiments took place outdoors
during a sunny summer midday, chosen to test the scenario of
high-intensity sunlight. Throughout the experiments, the QR
code display screen (DELL S2340M) maintained maximum
brightness, and the camera (iPhone 7 Plus) was set to an
automatic adjustment mode. We tested 25 Moiré codes using
three different decoding methods, capturing each code 20
times. The decoding rate results are presented in Fig. 22] The
results indicate that the intensity of external ambient light has
a minimal effect on the system’s performance, consistent with
traditional QR code usage experience, where decoding success
is primarily dependent on the brightness of the screen itself.
4) Impact of Screens and Cameras: We also examine how
MoiréComm works on a variety of mobile devices. Ten devices
are used to display Moiré codes and ten mobile cameras are
used to capture videos to decrypt the Moiré codes. Fig.
shows the average number of frames required for multi-
frame decryption. All of the display-camera pairs work in a
similar manner, wherein an average of 11.3 frames is required
for decryption. The average decryption rate under the fast
decryption scheme is presented in Fig. 23(b)} In these tests,
MoiréComm is proved to be highly robust, with an average
decryption rate of 98.6%. We evaluate the robustness of the
c¢GAN-based decryption model proposed in Sec. [V-C3| with
20 unseen encrypted QR codes. On the trained screens and
cameras, as shown in Fig. our model can achieve an
average decryption rate of 98.7% when capturing the Moiré
codes around the designated positions; on the unseen screens
and cameras, as shown in Fig. 23(d)] an average decryption
rate of 96.9% can be achieved. The above experiments also
show that our cGAN-based decryption model provides good
robustness when encountering unseen screens and cameras.
5) Consumption of the MoiréComm: In this part, we eval-
uate the efficiency of our proposed decryption schemes. Ini-
tially, we assess the optimal photographing range that enables
users to decode Moiré codes with a decryption success rate
of up to 95% using our three suggested decryption methods.
A more extensive photographing range correlates with an
improved user experience. According to the data presented
in Table [ the cGAN-Based decryption scheme not only
provides a considerable photographing area but also maintains
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a high rate of successful decryption. Furthermore, we analyze
the time it takes to decrypt using the three methods. The
decryption process was performed offline on a laptop with
an Intel i7-10875H CPU at 2.80 GHz, 32 GB of RAM,
and an NVIDIA GeForce RTX 2060 with 6 GB of VRAM.
Also as indicated in Table Il the cGAN-Based decryption
method achieves a minimal decryption time of only 0.02 s,
albeit at the expense of greater VRAM usage. Given that
the VRAM requirement (approximately 224.2 MB) is within
the capabilities of contemporary mobile devices, we propose
that the negligible decryption time achieved with the cGAN-
based approach significantly enhances the practicality of our
MoiréComm.

TABLE I
COMPARISON OF DECRYPTION SCHEMES
[ [ Multi-frame [ cGAN-Based | Fast |

Dist. range [—2cm,2em] | [—4em,4em] | [—0.5em, 0.5cm]
Angle range [—4°,4°] [—6°,6°] [—1°,1°]
DECR rate 98.6% 98.8% 99.4%
# of frames 16 3 2
DECR delay 2.7+ 0.07s 0.02 £+ 0.067s 0.40 £ 0.01s

(V)RAM 27.4MB 224.2MB 4.6MB

Shoot case Handheld Handheld Fixed

VI. DISCUSSION

The display methods of QR codes are not limited to
electronic screens, such as LEDs and OLEDs, and encompass
a variety of other approaches. For instance, QR codes can
be printed on paper to create flyers and posters, or they can
be fashioned into artworks through 3D printing or engraving.
Although these display methods differ, they essentially involve
the visual rendering of each pixel. In comparing printed and
electronic screen QR codes, the pixel units of an electronic
screen correspond to the smallest discernible units that a
printer can produce, determined by the printer’s DPI (i.e., Dots

Per Inch). With a high-precision laser printer, it is possible to
meticulously print each pixel of an encrypted QR code image
onto paper. Consequently, even when captured by a camera,
the encrypted QR code continues to convey the designed
spatial frequency information and exhibits optical non-linear
characteristics to generate the Moiré pattern. Therefore, our
system is applicable to scenarios involving QR codes printed
on paper. Similarly, for 3D printing or cutting, as long as pixel-
level precision is achieved, our system remains applicable.

However, our system is primarily designed for QR code
communication scenarios that require high levels of security,
such as mobile payments, electronic social business cards,
and access control systems. These QR codes need to have
properties that allow dynamic updating, whereas QR codes
printed on paper and those produced through 3D printing
lack the capability for modification and updating once created.
Therefore, for high-security QR code communication scenar-
ios, we recommend users employ screen-displayed QR codes,
utilizing our system to enhance the security of screen-camera
communication.

VII. RELATED WORK

Near-field communications [35]], such as, electromagnetic
side-channel [36], [37], [38], [39], [40], [41], radio-frequency
channel [36]], [42]], [43]], and acoustic channel [44], [45]],
[46l, 1471, [48l], [49]], and screen-camera communication meth-
ods [S0], [S11, [52], is a widely utilized for the dissemination
of information across various practical settings. Among them,
screen-camera communication (e.g., QR code) is the most
popular one, that can be easily deployed on the screens and
effortlessly captured using smartphone cameras. Despite its
convenience, QR code is known to have security vulnerabilities
as discussed in several studies [3l], [4], [5], [6]. To address
these concerns, researchers have developed several methods of
visual and optical cryptography, which conceal data within dis-
guised visual motifs. In this context, we provide an overview
of the literature pertinent to the secure transmission of data
using visual patterns. The prior research has primarily concen-
trated on three key areas: 1) the development of QR codes that
facilitate efficient data encoding and decoding processes, 2) the
implementation of visual and optical cryptographic techniques
for secure data transmission, and 3) the application of Moiré
patterns as a covert medium for message concealment.

A. Design of QR Codes

Conventional QR codes are composed of a series of black
and white squares that encode specific data elements. Busi-
nesses and academic researchers have modified these codes
by introducing slight variations in their patterns to include
colors, logos, and additional elements, thus personalizing the
codes for various applications, as noted in the works of [53]]
and [54]. Innovations such as ARTCode [55], halftone QR
codes [56], and PiCode [57] have gone a step further by
embedding information into content that is directly readable
by humans, enhancing the overall user experience by making
it more engaging and informative. To leverage the varied capa-
bilities of contemporary hardware, Strata [58] is proposed as a
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multi-layered encoding approach that caters to various image
capture resolutions, allowing for information to be transmitted
at different levels of detail. Meanwhile, ScreenID [59], [60]
leverages the pulse-width modulation (PWM) frequency of
digital displays as a unique identifier to fortify the security
of QR codes. The MoiréComm technology presents a com-
plementary approach to these developments. That is, it can
be seamlessly integrated with all of these schemes. Indeed,
it is entirely possible to create a MoiréComm code that
incorporates information in a format that is accessible and
legible to human users.

B. Optical and Visual Cryptography

While the aforementioned studies have predominantly fo-
cused on enhancing the readability and encoding efficiency
of QR codes, they have largely overlooked security concerns
associated with QR code usage. Current applications of QR
codes that demand secure communication, such as mobile
payments [[61]] and authentication mechanisms [62]], [63], [64],
typically incorporate encryption directly within the QR codes
themselves. However, recent research indicates that mere
encryption of messages within QR codes is insufficient in
countering security threats. This is because attackers executing
Replay and Secure Transaction Lock Screen attacks require
only the QR code image and do not need to decrypt the
message content to carry out their exploits [6].

To enable the complete concealment of visual images,
existing optical visual cryptography (O VC) techniques [65]]
encode a secret image into shared images with camouflaged
visual patterns such that stacking a sufficient number of shared
images reveals the original secret image. In [66l], [67], [62],
[68], [69], VC technology has been applied to QR codes
to check the identity of individuals accessing QR codes or
to control permissions related to accessing protected data.
However, those works require that users scan multiple images
or exchange key images in advance to recover the original QR
code. In contrast, the scheme proposed in this study requires
only that users hold the camera in a designated position to
immediately obtain embedded messages.

Optical encryption is another viable technique for conceal-
ing images. Double Random Phase Encoding method [70],
along with its numerical counterparts [71l], [72], [73], [[74],
[75], employs a sequence of optical components, such as
lenses, to encrypt images. Utilization of these optical tech-
nologies for the concealment of encrypted QR codes has
been explored in studies [76], [77l], [7/8]. However, these
optical encryption techniques necessitate the use of specialized
optical equipment, in contrast to the mQR code system, which
decrypts hidden QR codes using the ubiquitous camera found
in standard smartphones.

C. Image Steganography

Image steganography is a method that hides information
in images, aiming to ensure embedded secrets are imper-
ceptible. Unlike OVC, which focuses on encryption and re-
covery, steganography requires images to look completely
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normal without visible anomalies. Traditional image steganog-
raphy primarily includes three types of techniques: spatial-
based methods [79], [80]], transform-based methods [81],
[82], segmentation-based methods [83], [84]], and adaptive
steganography methods [83], [86]]. In recent years, various
deep learning-based image steganography schemes have been
introduced. These methods can be categorized into four
types [87]: synthesis-based [88], probability map generation-
based [89], adversarial embedding-based [90]], and 3-player
game-based [91], [92].

These image steganography techniques are primarily ap-
plied in copyright protection [93|], digital image communica-
tion [94]], integrity verification [95], and so on. The common
goal in these applications is to ensure that recipients can fully
receive image information processed through steganography,
meaning these images are transmitted in a lossless manner
(such as wired or wireless communication with lossless pro-
tocols), allowing legitimate recipients to decode the hidden
content.

In the secure QR code communication scenario, image
information is transmitted through the optical channel between
the screen and the camera. This means the information cap-
tured by the camera from the screen is actually lossy, and
the camera cannot capture the original information of each
pixel displayed in an image encrypted through steganography.
This is related to the color gamut of the screen as well as the
camera’s lens CFA. Therefore, image steganography methods
cannot be applied to QR code communication scenarios to
enhance security.

D. Moiré-based Technologies

Moiré patterns have been utilized in a variety of stud-
ies to conceal imagery. The work of [96] investigates the
generation of Moiré patterns through the overlay of grating
patterns, specifically to produce facial images that can be
perceived by the human eye. [97] demonstrates the creation
of dynamic Moiré effects, which manifest as moving elements
that vary in speed and direction upon the translation of
an overlay layer. [98] introduces a system for the covert
sharing of information within realistic images. Additionally,
[20] presents a technique to craft Moiré art that can be
visually decoded by superimposing printed grating images on
separate transparencies. Common to these techniques is the
requirement of two semi-transparent layers to be superimposed
in order to disclose the concealed image. Beyond image
concealment, novel applications of Moiré patterns have been
proposed, such as an innovative snapshot approach for angular
measurement and tracking [99], and a straightforward yet
effective framework [100] for the extraction of Moiré edge
maps from images affected by Moiré patterns. Additionally,
[LO1] proposes a watermark-like method capable of generating
a deliberate Moiré pattern on a photograph when captured
towards a screen.

Our work is inspired [20], but, unlike this study, we de-
sign phase modulation and frequency modulation methods to
achieve more covert encryption of QR codes and support vari-
ous secure distance communication scenarios. Additionally, we
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propose a series of algorithms for decoding the captured Moiré
QR codes, considering the different computational capabilities
and application scenarios of end-side devices. Compared to our
previous work([102], [103], [34]], in this paper, we propose a
decoding method based on cGAN, which achieves a decoding
delay of 0.02 seconds and an accuracy rate of up to 98% on
end-side camera devices with certain computational resources.
This significantly enhances the performance and efficiency of
the system, providing a user experience similar to traditional
QR codes.

VIII. CONCLUSION

We present MoiréComm, a system designed for highly
secure and dependable camera-screen communication.
MoiréComm offers several advantages over existing
technologies. Firstly, it is a software-centric approach,
eliminating the need for additional hardware or alternative
communication methods. Secondly, the Moiré-based
encryption and decryption processes are contingent upon the
spatial relationship between the Moiré code and the capturing
camera, creating a physical barrier for attackers who cannot
access the same location as the intended victim. Lastly, with
a decryption time of up to 0.02 s for the captured Moiré
codes, users can enjoy a seamless scanning and decoding
experience that is comparable to the traditional QR codes in
real-world scenarios.
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