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Abstract—Wearable devices, including smartwatches, are in-
creasingly popular among consumers due to their user-friendly
services. However, transmitting sensitive data like social media
messages and payment QR codes via commonly used low-power
Bluetooth exposes users to privacy breaches and financial losses.
This study introduces TouchHBC, a secure and reliable communi-
cation scheme leveraging a smartwatch’s built-in electrodes. This
system establishes a touch-based human communication system
utilizing a laptop’s leakage current. As the transmitting device,
the laptop modulates this current via the CPU. Simultaneously, the
smartwatch, equipped with built-in electrodes, captures the current
traversing the human body and decodes it. The modulation and
decoding processes involve techniques such as amplitude modu-
lation, variational mode decomposition, channel estimation, and
retransmission mechanisms. TouchHBC facilitates communication
between laptops and smartwatches. Real-world tests demonstrate
that our prototype achieves a throughput of 19.83 bps. Moreover,
TouchHBC offers the potential for enhanced interaction, includ-
ing improved gaming experiences through vibration feedback and
secure touch login for smartwatch applications by synchronizing
with a laptop. Furthermore, the system can be integrated with high-
throughput communication protocols such as Bluetooth, enhancing
its scalability while maintaining a strong foundation of security.

Index Terms—Human body communication, laptop, leakage
current, smart watch.

I. INTRODUCTION

THE smartwatches, renowned for user-friendly services like
health monitoring and sports management, saw global

spending reach 31.3 billion in 2022 [1]. However, these devices
predominantly rely on limited communication methods, with
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low-power Bluetooth being the most common. This protocol is
vulnerable as attackers can simulate low-volume devices to cir-
cumvent its encryption and authentication processes, potentially
leading to information theft [2]. Although some models support
cellular networks, they tend to be more costly.

Researchers have explored enhancing the communication
capabilities of smartwatches using bypass channels, such as
electromagnetic signals [3], [4], [5], acoustic signals [4], [6],
[7], vibration signals [8], [9], [10], and visual signals [11], [12],
[13]. Visual communication, however, requires the screen to be
aligned with the camera and keep the path unobstructed. Due to
the non-directionality of acoustic signals, acoustic signal-based
methods present the risk of information leakage. On the other
hand, the magnetic signal-based communication system with
devices such as laptops has a strict limitation on the commu-
nication distance (less than 3 cm); vibration communication is
impractical for wearable devices due to its reliance on vibration
propagation media such as wooden desks.

Unlike devices such as smartphones, smartwatches typically
receive smaller texts, such as prompting messages from social
software logged into other devices. In addition, with the growing
popularity of mobile payments, smartwatches can synchronize
QR codes from payment software for transactions. While these
transmissions do not demand high communication rates, com-
munication security is critical. Information leakage will bring
non-negligible risks to the user’s financial security and personal
privacy.

This paper focuses on developing a secure and efficient com-
munication system utilizing smartwatch’s inherent components.
Based on this, we propose a new smartwatch communication
solution, TouchHBC, facilitating a touch-based human body
communication system using the leakage current of a laptop. As
shown in Fig. 1, a user simply needs to touch the metal casing
of the laptop with the hand, enabling the smartwatch’s built-in
electrodes to capture the leakage current flowing through the
human body. This system can synchronize social media mes-
sages and authenticate information like accounts, passwords,
and payment QR codes without hindering the laptop’s normal
functions. The system offers a secure and reliable method for
protecting sensitive user information. Moreover, it can be in-
tegrated with high-throughput communication systems, such
as Bluetooth. By leveraging the enhanced security of Touch-
HBC for initial authentication and key exchange, and utilizing
Bluetooth or similar protocols for higher data transfer rates in
subsequent communications, it creates a secure, efficient, and
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Fig. 1. Human body communication based on leakage current.

scalable communication system that balances both security and
performance.

The leakage current, serving as the communication medium,
originates from a safety capacitor in the laptop’s adapter [14],
[15] and varies with the laptop’s operation [16], [17]. By modu-
lating the high-consumption components of the laptop, such as
the CPU, the system can modulate the spectral characteristics of
the leakage current for data transmission. Recent studies [18],
[19], [20] have demonstrated the feasibility of human-body
communication between devices, where wearable devices with
built-in electrodes can receive electrical signals coupled to the
human body. Unlike other bypass signals, leakage currents trans-
mit signals with the help of the user’s torso and do not rely on the
unobstructed channel required for visual communication. More-
over, human-body communication is more secure compared to
acoustic signals. While the CPU’s modulation process emits
collectible magnetic signals in the near field, it predominantly
facilitates short-range information theft (less than 3 cm) [3], [5],
[21].

Although touch-based communication is limited to laptops
with metal casings, such casings are preferred by consumers and
major manufacturers for their durability and thermal properties.
Major brands such as Apple, HP, Xiaomi, and Huawei have
launched laptops with metal casings, which hold a significant
market share. Meanwhile, electrodes are widely configured in
wearable devices such as smartwatches, smart glasses, etc.,
enabling functionalities like heart rate monitoring [22], emotion
recognition [23], and gesture recognition [24], [25]. Therefore,
leakage current-based human communication systems have a
wide range of applications.

In this study, we introduce a touch-based human body commu-
nication system TouchHBC that consists of two components: a
transmitter and a receiver. The transmitter modulates the leakage
current through the power consumption of the laptop CPU and
employs a retransmission mechanism to improve the reliability
of the communication. The receiver consists of leakage current
pre-processing and decoding.

Developing a communication system based on leakage cur-
rent imposed several challenges. First, we ensured the safety of
the system regarding the ICNIRP guidelines [26]. The leakage

current is well below the current strength limit and, therefore,
does not cause discomfort or even harm to the human body.
Second, it is complex to precisely control the leakage current
using the operating system’s job scheduling. We experimentally
analyzed the characteristics of the leakage current and chose
On-Off Keying modulation as the basic solution. Next, for the
leakage current’s low amplitude and fluctuating characteristics,
we utilized signal processing techniques such as variational
mode decomposition (VMD), spectral subtraction, and loga-
rithmic short-time energy function (log-STE) to achieve stable
decoding. Finally, considering the interference caused by other
applications running in the operating system during the trans-
mission process, which could misdirect the modulation of the
leakage current. We adopted a retransmission mechanism based
on CPU usage to retransmit the current packet when a corrupted
symbol is detected.

We designed the TouchHBC prototype to implement the
touch-based human body communication on a commercially
available smartwatch (Apple Watch S6) [22]. Experimental
results show that the prototype can achieve a throughput of
19.83 bps. The main contributions of this study can be sum-
marized as follows:
� We explored the relationship between the leakage current

and the working state of the laptop and verified the feasi-
bility of a human-body communication system based on
the leakage current.

� We built the transmitter by modulating the leakage current
with the job scheduling of the operating system, On-Off
Keying modulation, and using the retransmission mecha-
nism to resolve interference from other applications run-
ning in the laptop;

� We screened the characteristic frequencies of laptop leak-
age currents by VMD and built the receiver using spectral
subtraction, logarithmic short-time energy function to pre-
process and decode the leakage current;

� We conducted the experiments in real-world environments,
and the results demonstrated the feasibility of TouchHBC
in human body communication.

The remainder of this paper is organized as follows: In
Sec. II, we present the related works about the communication
methods based on the bypass signals. In Sec. III, we introduce
the principles of the leakage current from the laptop, verify
the feasibility of the communication system, and describe the
various noises present in the communication process. The design
of the communication system is detailed in Sec. IV, including the
transmitter and receiver. Sec. V outlines the experimental setup
and experiments used to evaluate the proposed system. Sec. VI
presents the potential application of TouchHBC. In Sec. VII,
we discuss the limitations and the future work of TouchHBC.
Finally, conclusions are presented in Sec. VIII.

II. RELATED WORKS

Recent researchers have developed numerous communication
methods using various media to establish different communica-
tion systems based on bypass signals.
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A. Communication Methods Based on Bypass Signals

1) Visual Communication: Communication methods based
on the screen-camera channel can deliver information without
affecting the viewing experience of the user [12], [13]. Chroma-
Code [12] improved the invisibility of the code by modifying
the luminance of the uniform color space to adapt to pixel
luminance and area texture and achieved full imperception.
mQRCode [13] improved the security of QRCode by exploiting
the nonlinearity of the spatial frequency of light. However, com-
munication methods based on visual signals limit the application
scenarios of the systems. Users have to keep good control of the
camera and screen alignment and maintain obstacle-free access.
TextureCode [11] utilized unobtrusive visual features such as
edges and textures for communication and developed content
adaptive coding techniques to improve the average throughput
of existing methods.

2) Acoustic Communication: Endophasia [4] implemented
silent speech commands on the smartphone using GSM sig-
nals. MagicInput [7] achieved handwriting recognition based
on 1-dimensional tracking using acoustic signals. MuDis [27]
proposed an air nonlinear-based multidirectional loudspeaker
that utilizes parametric arrays to produce highly concentrated
sound beams in multiple directions. VISAR [28] proposed a
device-free virtual sound point projection system using air non-
linearity, enabling simultaneous tracking and sound point gener-
ation under acoustic augmented reality. Since sound propagation
does not have a clear direction, it can pose a significant threat
to the information security of communication in the effective
communication range.

3) Magnetic Communication: MagneComm [3], [29] reg-
ulated the magnetic induction signal from the CPU and en-
abled near-field communication via magnetometer sensing on
the device. MagView [4] achieved magnetic communication by
changing the video packet type and reducing the quantization
parameter to effectively control the CPU utilization of video
decoding. MagAttack [5] and MagThief [21] used the built-in
magnetic sensor of the smartphone to steal behavior information
while using a laptop and a smartphone. However, research on
magnetic communication has imposed strict limitations on the
communication distance, requiring that the receiving device
be placed in a specific location (less than 3cm). In contrast,
TouchHBC enables the communication between a laptop and
a smartwatch through the simple action of touching the metal
casing of a laptop.

4) Vibration Communication: Ripple [8] explored the pos-
sibility of using physical vibrations as a mode of wireless
communication. VibWriter [9] used the built-in accelerometer
of the smartphone to identify the handwriting on the same table.
However, these methods rely on human bones [8], tables [9], and
other vibration propagation media, thus limiting the application
scenarios.

B. Human Capacitance

1) Human Body Communication: Human Body Communi-
cation (HBC) is an emerging communication technology that
uses the human body as a medium for signal transmission,

offering advantages such as low power consumption, high se-
curity, and stealthiness. Behailu Kibret [30] proposed a sim-
plified equivalent circuit model that explores the calculation
of electrode-skin contact impedance, providing a theoretical
foundation for the design of body-area communication systems.
mHBC [31] introduced a body capacitive communication tech-
nology based on magnetic resonance coupling, addressing the
path loss issues encountered in traditional electric field-based
body capacitive communication. EQS-HBC [32] proposed a
concealed body area network technology based on capacitive
quasi-static human body communication, successfully confining
signals within the human body and reducing signal leakage
through low-frequency, carrierless signal transmission. Sub-
μWRComm [33] introduced a capacitive quasi-static human
body communication system that ensures physical security while
combining AES-256 encryption to provide mathematical secu-
rity.

Meanwhile, researchers have further evaluated the communi-
cation performance of body communication systems. Touch-
Com [19], based on capacitive coupling technology, utilizes
propagated current signals and has verified data transmission
across the full body. Varga [20] proposed a wearable capaci-
tive coupling communication system, assessing the impact of
different frequencies, body positions, and user configurations
on signal strength. Body-Guided Comm [18] implemented a
security token based on human body communication from the
customized smartwatch. Furthermore, BodyWire-HCI [34] in-
troduced touch-based human body capacitive communication
technology and validated the system’s effectiveness in address-
ing signal leakage and short-range interference issues.

TouchHBC harnesses the leakage current from a laptop to
enable communication between the human body and wearable
devices such as smartwatches. The system does not rely on a
specific signal generator, instead leveraging the inherent security
and stealth advantages of human body capacitive communica-
tion systems. Using techniques like On-Off keying modulation,
active retransmission, and channel estimation, the system per-
forms encoding and decoding of the leakage current. By utilizing
the leakage current from a laptop adapter as the transmission
medium, communication is established through the user’s touch
with the laptop’s metal casing, making the system more univer-
sally applicable. Additionally, the system can simultaneously
capture human body capacitive characteristics and authenticate
the user in real-time, further enhancing its security.

Despite its strong security performance, which makes it ideal
for high-security applications such as secure login, payment
systems, and device pairing, the system does have certain lim-
itations. These include its dependence on metal-cased laptops,
its charging status, and its unsuitability for long-duration trans-
mission of large files. However, it provides a more universal
solution compared to existing systems that rely on customized
signal transmitters.

2) User Authentication: Recent research [35], [36], [37] has
demonstrated the feasibility of using the body capacitance for
user identification. Bioamp [35] used 12 pairs of electrodes on a
wristband to read user capacitance information and transmitted
the identity information from the touch point to the device when
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the user taps the touch screen. Carpacio [36] reads the user’s ca-
pacitive information using a pathway of electrode strokes on the
touchscreen and car seat to authenticate the user. TouchAuth [37]
explored the effect of ambient electric fields on the human
body to identify users based on different electrical potentials
on the surface of the body. Bioamp [38] developed a wrist-worn
signal transmitter, enabling biometric data transmission between
the user and mobile smart devices through finger touches on
the screen, based on human body capacitive communication.
Nguyen [39], on the other hand, achieved synchronized user
feature extraction during the process of body communication.
LeakPrint [15] used the leakage current of the laptop to extract
the human capacitive feature for user identification.

3) Emotion or Gesture Recognition: Memento [23] enabled
user emotion recognition on smart glasses using EEG sensors.
HandSense [24] used the capacitive coupling between the elec-
trodes on the fingertips of the glove to infer the real-time spatial
relationships of the fingers and thus recognize fine and low-effort
finger gestures. HandPad [40], [41] implemented a touch-based
interactive interface on the back of the hand based on intrinsic
capacitive modulation. LeakThief [17] validated the effect of the
device operation state on the leakage current for laptop operation
recognition.

III. BACKGROUND

In this section, we outline the principles of leakage current in
laptops and examine the feasibility of communication.

A. Leakage Current

As a laptop with a metal casing (such as a MacBook) is con-
nected to a power source, the metal casing of the laptop carries
the leakage current from the adapter [14]. The leakage current
comes from the Y-capacitor (safety capacitor) of the adapter,
which is part of the EMI (electromagnetic interference) filtering
circuit of the SMPS (switch mode power supply) to eliminate
common mode interference and improve electromagnetic com-
patibility, and is usually configured on both the high and low
voltage sides of the SMPS. As a common mode capacitor,
grounding of the Y capacitor generates the leakage current [15],
[42], [43]. The leakage current in the metal casing can be written
as:

I = 2πfChUh + kClUl + Icmi (1)

where 2πfChUh describes the leakage current generated by the
capacitive coupling on the high-voltage side. f refers to the
mains frequency, Ch indicates the size of the capacitor, and Uh

indicates the voltage. On the low-voltage side, k is the leakage
current constant (about 0.01 to 0.03 depending on the manu-
facturer), Cl and Ul denote the corresponding Y capacitor and
voltage. The Y capacitors used in laptop adapters are typically
around 5nF . Icmi represents the common mode interference
(high-frequency harmonics) in the SMPS and contains a distur-
bance signal generated by the fluctuations of loading states [16],
such as the high computing rate of the CPU. Therefore, a laptop
powered by the 220 V/50 Hz mains generates roughly 0.3 mA
of leakage current at the casing (Ul = 12 V).

Fig. 2. Fundamental principle of leakage current.

B. Collection of Leakage Current

When using the laptop naturally, the user’s hand is placed on
the laptop in contact with the metal casing, and the feet are placed
on the ground. The leakage current flows from the laptop through
the human body and eventually into the ground, as shown in
Fig. 2(a). The electrodes on the skin can perceive weak current
flowing through the human body [18], [19], [20]. We, therefore,
use the built-in electrode of the smartwatch to capture the leakage
current, as shown in Fig. 2(b).

However, applying leakage current to the human body may
involve certain safety risks, such as the current may induce
localized thermal stresses in the human body and other haz-
ards [19]. Therefore, we must ensure the safety of leakage
current applications. The leakage current is about 0.3 mA, and
the human body can be considered as a conductor with low
impedance (a few kΩ) [44]. Thus, the average SAR (Specific
Energy Absorption Rate) of the human body is about0.5mW/kg.

To ensure the safety of the proposed system, we evaluate
its compliance with international safety standards for leakage
current and electromagnetic exposure. The leakage current of the
system complies with IEC 60950-1, which limits the current on
accessible metal parts to below 0.5 mA under normal conditions
and 3.5 mA in the event of a fault, preventing electric shock or
discomfort. Additionally, the system’s electromagnetic exposure
is well below the limits set by ANSI C95.1, which specifies
a maximum specific absorption rate (SAR) of 0.4 W/kg, with
the system’s leakage current being only 0.5 mW/kg. Finally,
the system adheres to ICNIRP guidelines, which set human
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Fig. 3. Leakage current as CPU power consumption increases.

exposure limits for current at 20 mA and SAR at 80 mW/kg,
ensuring its safety in practical applications. Moreover, the effect
of leakage current on the human body is lower than that of
previous studies [19], [20]. Taken together, we can use the
leakage current for communication, and the leakage current does
not pose a safety risk to users.

C. Feasibility of Leakage Current Based Communication

As the leakage current is related to the working state of the
laptop [16], we try to control the electronic units of the laptop
(e.g., CPU, electronic fan, etc.) to modulate it. Compared to the
CPU, units such as the electronic fan have a very weak effect
on the working state of the laptop. For example, under normal
operating conditions, the CPU draws between 20 W to 90 W
of power. On the other hand, the electronic fan has a power of
about 3W .

We modulated the fan and CPU separately, and the leak-
age currents collected by the built-in electrode are shown in
Fig. 3; we calculated the spectrogram of the leakage current
using Short-Time Fourier Transform (STFT). In the preliminary
experiments, we set the sampling rate of AD2 at 192 KHz to
extend the bandwidth. We first increased the power consumption
of the laptop fan and then the CPU. It can be seen that the
leakage current is significantly enhanced when modulating the
CPU to high power consumption, whereas modulating the fan
has a negligible effect on the leakage current.

Therefore, we chose to modulate the CPU to verify the
feasibility of communication based on leakage current. The
advantage of using the CPU is that the CPU can be easily
controlled by loop and sleep commands, which are available
for most programming languages and operating systems. In
addition, it is easy to monitor CPU usage in real time to estimate
channel conditions [3].

It can be seen that the signal in the high-frequency band (black
box in Fig. 3) of the leakage current is significantly increased
(concentrated between 82 KHz and 84 KHz) when the CPU is at
high power consumption. There is a corresponding attenuation
of the signal in the low-frequency band (red box in Fig. 3).

To further validate the feasibility of communication based on
leakage current, we attempted to modulate the power consump-
tion of the laptop CPU at different frequencies (10Hz and20Hz).
We extracted the high-frequency band signal of the leakage
current using a band-pass filter due to the high signal-to-noise

Fig. 4. Leakage current under different modulation rates of the CPU.

ratio. As shown in Fig. 4, the leakage current can modulate at
the same frequency. Therefore, a communication system based
on leakage current is feasible, and it is possible to embed the
data bits in the leakage current.

D. CPU Noise From Other Applications

During data transmission, we have to consider the situation
that the CPU is used by the user and the operating system. The
CPU usage by other applications can generate a corresponding
noise in the leakage current. We attempted to characterize this
type of noise by capturing the leakage current while the user
is performing different applications, including watching videos
(offline and online), browsing websites, playing games, using
office software, and doing nothing at all. Fig. 5 presents the
leakage current received while running different applications.
When watching the video, we found that the resolution and
codec have little effect on the leakage current. Therefore, we
omitted this due to space limitations. The samples collected
show that the noise generated by the CPU has a severe impact
on data transmission when performing complex applications. A
retransmission mechanism is necessary to improve the reliability
of the data transmission. Besides, the operating system generates
corresponding noise even if the user does not perform other
operations.

IV. SYSTEM

A. System Overview

TouchHBC is designed and deployed on the smartwatch and
laptop. Fig. 6 illustrates the system architecture, which com-
prises two parts: a transmitter and a receiver. We used the metal
casing of the laptop as the transmitter and varied the power
consumption of the CPU to modulate the leakage current. A
retransmission mechanism can detect the corrupted symbol and
retransmit the packet. At the receiver side, we perceived the
leakage current with the built-in electrode of the smartwatch.
Finally, we preprocessed and decoded the leakage current to
extract the transmitted data. The details of each step in the two
parts are detailed in this section.

B. Transmitter Design

Controlling the operating and idle states of the CPU can vary
the power consumption of the CPU, thus enabling modulation
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Fig. 5. The leakage current when performing different applications.

Fig. 6. System architecture of the TouchHBC system.

of the leakage current. We illustrate the modulation of data
bits based on leakage current in the transmitter and introduce
the retransmission mechanism to achieve reliable transmission
under the noise caused by other applications.

1) Preamble: The insertion of a preamble at the beginning of
a packet serves two main purposes. First, the preamble can syn-
chronize the transmitter and receiver. TouchHBC sets a unique
pattern of the leakage current for the preamble at the start of
each data packet so that the system can use cross-correlation
to locate the start time of the transmission. Second, the sys-
tem can perform an initial estimation of the channel using the
preamble. The range of change in the magnitude of the leakage
current varies when communicating under different conditions.
The receiver must be aware of the amplitude of the leakage
current corresponding to the symbols 1 and 0 to decode the
leakage current. As shown in Fig. 7, we take the example of the

Fig. 7. Preamble design and detection: Fig. 7(a) The preamble is designed
(red) and embedded in the leakage current (blue); Fig. 7(b) The leakage current
is calculated the log-STE signal (light blue), processed with a mean window
(dark blue) and transformed into a step signal for preamble detection (red);
Fig. 7(c) The precision of leakage current control.

electrode-based communication system where the preamble is
designed as a [1, 0, 1, 0] sequence.

2) Modulation: We chose On-Off Keying for the modulation
of the data bits. The choice of transmission rate depends on
the precision of the leakage current control. Fig. 7(c) shows
the leakage current control precision for different modulation
frequencies. The control precision is defined as Pcontrol =
1
n

∑n
i=1(Ureali − Udesiredi

)2, where Udesired is the desired
leakage current amplitude and Ureal is the actual amplitude
generated. Instead of setting the amplitude of the leakage current,
we calculate the desired range of amplitude variation based on
the preamble of each data packet. Besides, considering that the
fluctuations of the leakage current interfere with the evaluation
of the control accuracy, we evaluate the preprocessed signal.
We test the control accuracy of the electrode-based system at
different transmission rates, and a lower value forPcontrol means
that we can control the leakage current more precisely. From
Fig. 7(c), we can see that the higher transmission rate reduces
the precision of the control. Therefore, taking into account
the results of the current control and the requirements for the
communication rate, we choose a transmission rate of 20 bps.

The precision of the leakage current monitor: The transmitter
requires continuous monitoring of the leakage current to ensure
reliable data transmission. The monitor precision also constrains
the choice of a transmission rate. However, it is difficult for a
laptop to obtain its own leakage current directly. We use the CPU
to modulate the leakage current, so we achieve an assessment
of the communication quality by monitoring the usage of the
CPU core: Pmonitor = |Ucurrent − Umonitor|, where Ucurrent

is the actual received leakage current amplitude and Umonitor

is the CPU core usage monitored by the operating system
(Fig. 7(c)). Therefore, combining the results of current control
and monitoring and taking into account the requirements for the
communication rate, we choose a transmission rate of 20 bps.

3) Proactive Retransmission: Considering that the transmit-
ter (laptop) does not have access to its leakage current and
does not have access to the reception condition of data packets
from the receiver, we need a corruption detection mechanism
at the transmitter to improve the reliability of the one-way
communication. The main noise of the leakage current comes
from other applications running in the system. Therefore, con-
tinuous monitoring of CPU usage allows the transmitter to assess
whether the currently transmitted data packets are corrupted by
noise. After a data packet has been sent, we determine whether
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Algorithm 1: Proactive Retransmission.
Input: CPU usage

while packet x is sent do
SymbolNoisej ←

∑
Corei

Usagei
ReTranx ←

∑
Symbolj

Rule(SymbolNoisej)
if ReTranx = 0 then

Transmit packet x+ 1
else

Retransmit packet x
end if

end while

there is interference during transmission by monitoring the CPU.
Suppose the usage of two or more non-transmitter CPU cores
exceeds 30% . In that case, the transmitter will determine that
there is interference with the symbol currently being sent, and
the transmitter will re-transmit the entire data packet if there is
a corrupted symbol in the packet. Algorithm 1 shows our active
retransmission mechanism.

C. Receiver Design

The receiver performs preamble detection for synchronization
and signal strength estimation. The signal is also preprocessed
and demodulated to extract the data bits.

1) Frequency Screening: The modulation of leakage current
with the CPU is mainly reflected in specific frequency bands,
as shown in Fig. 3. However, the safety capacitors on the high
and low-voltage sides of the adapter are affected by the current
from the mains and the laptop. Besides, even for the same
model of laptop, the capacitors will have different frequency
characteristics due to process differences. Given that the fre-
quency bands containing various high-frequency noises in the
two states remain relatively stable, we employ the Variational
Mode Decomposition (VMD) method [45] to extract different
components of the leakage current corresponding to different
CPU power consumption states.

The VMD decomposes the leakage current in two operating
states into k components (IMF1, IMF2, . . ., IMFk). These
components are then grouped based on their center frequen-
cies, as the frequency bands where the noise is located are
relatively stable. Among these groups, the frequency bands
where the amplitude is higher in the high power state than
in the low power state can indicate the CPU operating state.
To improve the signal-to-noise ratio, we select the frequency
band with the largest amplitude difference, as shown in Fig. 8.
It is noteworthy that for the same device, the system only
needs to perform the VMD once to identify the characteristic
frequency.

VMD separates the leakage current (Slc) into k narrow band
signals (uk) with different values for the estimated central fre-
quency ωk and shifts each uk signal from passband to baseband:

min
uk(ω0)

{
||
∑
k

uk(ω0)−Slc(ω0)||22+α
∑
k

||jωuk(ω0−ωk)||22
}

Fig. 8. FFT of different CPU power consumption.

||jωuk(ω0 − ωk)||22 is equal to ||j(ω0 − ωk)uk(ω0)||22 in the
frequency domain. The constrained variational model corre-
sponding to the decomposition process of the response signal
Slc(ω) is as follows:

min
uk(ω0)

{
||
∑
k

uk(ω0)− Slc(ω0)||22

+α
∑
k

||j(ω0 − ωk)uk(ω0)||22
}

s.t.
∑
k

uk(ω0) = Slc(ω0)

The optimal solution of the VMD can be obtained using the
Lagrange multiplier, and the saddle point can be found using
the ADMM algorithm [45].

2) Signal Preprocessing: Then, we use a band-pass filter to
extract the signal in this band of the leakage current. Consider
the noise present in the leakage current, even if the user is
not running another application. We denoise the signal using
spectral subtraction [46] based on the noise samples taken at
idle moments as follows:

‖Y (k)‖2 = ‖S(k)‖2 − α‖N(k)‖2 (2)

where k represents the frequency range of the band, S(k) and
N(k) represent filtered signal and noise signal respectively. α is
the ratio of the signal strength of each frequency corresponding
to symbol 0in the current channel to the signal strength of the
noise sample. To reduce the effect of signal fluctuations, we set a
processing window of 0.02 s and calculate the logarithmic short-
time energy (log-STE) of the processing window as follows:

E(j) = 10 log

j+0.02×Fs∑
i=j

y(i)2 (3)

where y(i) represents the leakage current signal and Fs repre-
sents the sampling rate of the receiver. To further smooth out the
fluctuations in the signal, the signal was processed with a mean
window of 0.02 s in duration.

3) Signal Decoding: After pre-processing, we can identify
the symbols corresponding to different signal segments. First,
we need to detect the preamble to synchronize the transmitter
and receiver and calculate the signal amplitude corresponding to
different symbols. Considering that there is an unstable delay in
the change of the amplitude, which may affect the time duration
corresponding to each symbol in the leakage current. As shown
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Fig. 9. Distribution of the sample sizes in symbols.

Fig. 10. Transmission example: Fig. 10(a) Modulate the leakage current at the
transmitter; Fig. 10(b) Preprocess and decode the leakage current at the receiver.

in Fig. 9, with a transmission rate of 20 bps and a duty cycle
of 0.5, we counted the number of samples corresponding to 800
symbols of 1 and 0. It can be seen that stable data bit embedding
can be achieved based on the leakage current.

We further validated the system by two-bit binary coding.
We added the preamble at the beginning of the example and
modulated the leakage current for communication. The received
leakage current is shown in Fig. 10(a), and the leakage current
is preprocessed and decoded as shown in Fig. 10(b).

V. EVALUATION

A. Evaluational Setup

The prototype of TouchHBC is adopted on a laptop (MacBook
Pro) as a transmitter, as shown in Fig. 11. The laptop is placed
on the desk and kept in charge. We verify the system in two
real-world environments to test the effect of other electrical ap-
pliances in the circuit [47]: office (more electrical interference)
and conference hall (less electrical interference).

We collected the leakage current using the built-in electrodes
of the smartwatch (Apple Watch S6), which is worn on the left
wrist, as shown in Fig. 11. Due to sensor permission issues,

Fig. 11. Evaluational Setup of the TouchHBC system.

Fig. 12. Evaluation of the TouchHBC system.

we used an external AD2 [48] to collect data. The laptop on the
receiving side is kept ungrounded to simulate the scenario where
a user wears a wearable device. The user can communicate with
the smartwatch by touching the metal casing of the laptop. We
set the sampling rate of the AD2 to 192 kHz. The transmission
rate and duty cycle of the laptop leakage current are 20 bps and
0.5.

B. Micro Benchmark

1) Sampling Rate: In the feasibility experiment, the sam-
pling rate of the AD2 was set to 192KHz, and we were able to use
the leakage current of the laptop for communication. We seek
to sample the leakage current based on the aliasing effect [49],
thus reducing the limitation of the sampling rate. The aliasing
effect can be written as:

fa = min|fo −Nfs| (4)

where N is an integer, fa, fo, and fs indicate the aliasing fre-
quency, the signal frequency, and the sampling rate, respectively.
For example, with the sampling rate of 48 KHz, the 80 KHz
signal corresponds to an aliasing frequency of 16 KHz. In this
experiment, we evaluate the throughput and signal-to-noise ratio
of TouchHBC in two environments at various sampling rates
from 48 KHz to 192 KHz. We keep the transmission rate and
duty cycle as 20 bps and 0.5, and the performance of the system
is shown in Fig. 12(a).

The throughput and signal-to-noise ratios are greater than
19.76 bps and 9.38dB, respectively, and remain stable at sam-
pling rates greater than 96 KHz. When the sampling rate is
below this standard, both are significantly reduced. Since the
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Fig. 13. Evaluation of the TouchHBC system.

leakage current collected by the built-in electrode has different
spectral characteristics and the bandwidths of both the high and
low-frequency bands (red and black boxes) increase when the
modulation rate (i.e., transmission rate) is 20Hz, as shown in
Fig. 12(b). Besides, the signals in the other frequency bands
are also affected by CPU modulation, with the band in the red
dashed box dominating. However, the signals in this band cannot
clearly reflect the changes in CPU power consumption.

Fig. 12(b) presents the aliasing signals generated by the
different frequency bands as the sampling rate decreases. When
the sampling rate is 192 KHz, two frequency bands (red and
black boxes) can be used for communication. The signal en-
hancement in the red box corresponds to low CPU power con-
sumption, and the signal enhancement in the black box corre-
sponds to high CPU power consumption. When the sampling
rate is 96 KHz, we chose the signal band with lower noise
interference (red box) for communication. When the sampling
rate is reduced to 48 KHz, there is a significant overlap in
the aliasing signals of the two frequency bands (red and black
boxes). This part of the signal cannot be used for communi-
cation during the switching of CPU power consumption. We
can only communicate via the frequency band in the red dashed
box.

Therefore, when the sampling rate is higher than 96 KHz,
the leakage current collected by the built-in electrode of the
smartwatch has a high signal-to-noise ratio and throughput. In
addition, even if the sampling rate is only 48 KHz, the system
can still achieve a throughput of 16.8 bps, which proves the fea-
sibility of applying TouchHBC to the communication between
smartwatches and laptops. We will further discuss the sampling
rate issue of wearable devices such as smartwatches in Sec.VI.

2) Transmission Rate: As a bypass signal generated during
laptop operation, the leakage current is related to the operat-
ing state of the laptop [16]. However, similar to temperature
variations, there is an upper limit to the frequency of switching
between operating states [50]. We adjust the transmission rate
of the leakage current to test the transmission rate of the system.
We increased the transmission rate from 10 bps to 40 bps and
measured the accuracy and throughput of the communication.
We keep the sampling rate and duty cycle as 192 kHz and
0.5. As shown in Fig. 13(a), the transmission rate is increased
from 10 bps to 20 bps, and the communication accuracy re-
mains above 99.1%, meaning that throughout can be able to
increase steadily. When the transmission rate is higher than

20 bps, the communication accuracy decreases significantly.
Although throughout rises with the transmission rate, low ac-
curacy can seriously affect the reliability of the communication
system.

To further evaluate the system’s performance at higher trans-
mission rates, we conducted additional tests measuring through-
put and bit error rate (BER) at transmission rates ranging from
40 bps to 100 bps. As shown in Fig. 13(b), when the transmission
rate reaches 40 bps, the system’s BER approaches 40% and
continues to increase as the transmission rate rises. This is pri-
marily due to the inherent latency in leakage current modulation
based on CPU workload, which stems from the charging and
discharging characteristics of the Y capacitor inside the adapter.
The RC time constant of this capacitor prevents instantaneous
changes in leakage current. Additionally, CPU workload modu-
lation is subject to delays introduced by the operating system’s
scheduling and power management system (PMS), leading to
millisecond-level response lag when adjusting power output.
Consequently, when the transmission rate increases to 60 bps,
brief transitions to low-power CPU states no longer effectively
modulate the Y capacitor’s behavior, causing the CPU-based
modulation to fail.

To demonstrate practicality, we conducted experiments trans-
mitting 64, 96, and160− bitmessages, corresponding to 8-, 12-,
and 20-character strings, respectively. The average transmission
times over 100 trials were 3.52 s, 5.29 s, and 8.77 s. These results
suggest that TouchHBC can reliably transmit short messages
within an acceptable delay.

3) Duty Cycle: The duty cycle reflects the number of samples
occupied by the two different symbols (0 and 1). Whether a
duty cycle is too short or too long can affect the decoding of
the leakage current. We increase the duty cycle from 0.1 to 0.9
and keep the sampling rate and transmission rate at 192KHz and
20 bps in the process. As shown in Fig. 13(c), with a duty cycle of
0.5, the system can achieve the maximum throughput and SNR.
As the duty cycle increases or decreases, both throughout and
SNR decrease, especially as the duty cycle decreases. As shown
in Fig. 10(a), when the modulated leakage current is symbol
1, the current signal is sparse in the time domain. Therefore,
at a lower duty cycle, the actual number of samples contained
in symbol 1in the leakage current is lower, resulting in the
corresponding signal being more likely to be swamped. The duty
cycle above 0.5 can achieve better communication performance
with throughput above 18.9 bps.
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Fig. 14. Evaluation of the TouchHBC system.

To achieve an efficient and stable communication system
based on the leakage current, we set the sampling rate, trans-
mission rate, and duty cycle to 192 KHz, 20 bps, and 0.5,
respectively.

C. Macro Benchmark

1) Corruption Detection: To further guarantee the reliability
of TouchHBC, one-way communication requires the transmitter
to accurately detect and retransmit the data bits. We set the
sampling rate and duty cycle to 192 KHz and 0.5 and increased
the transmission rate from 10 bps to 40 bps. The results are
shown in Fig. 13(d). The true positive rate (TPR) represents
the number of symbols that were corrupted and detected as
corrupted versus the number of symbols that were corrupted.
The false positive rate (FPR) represents the ratio of the number
of symbols that were correct but detected as corrupted to the
number of correct symbols. The False Negative Rate (FNR)
represents the ratio of the number of symbols that were corrupted
but detected as correct to the number of symbols that were
corrupted. At transmission rates below 20 bps, the TPR is 99.5%
or higher, while the FNR is 0.05% or lower, indicating that our
corruption detection algorithm on the transmitter can correctly
detect corrupted symbols.

2) Different Users: We invited 8 users to evaluate both pro-
totypes of TouchHBC, with an average age of 25.6. Different
biometric characteristics of the users, such as muscle, fat, and
bone, can produce different capacitive characteristics [35], [36],
[37]. When the leakage current flows through different users, the
spectral characteristics of the signal collected by the electrode of
the smartwatch may change. We compared the leakage currents
collected from two users with the same electrode. During this
process, we modulated the CPU to high power consumption
and calculated the spectral information corresponding to the 1 s
sample of leakage current using Fast Fourier Transform (FFT),
as shown in Fig. 14(a). Although the capacitance characteristics
vary between different users at specific frequencies, the signal in
the high-frequency band of the leakage current is significantly
enhanced when the laptop is in a high power consumption state.

As shown in Fig. 14(b), the system maintains a throughput
of approximately 19.74 bps and 19.81 bps for different users
in two environments. This demonstrates the communication
performance of TouchHBC is not influenced by the user.

3) Different Laptops: Leakage current comes from the safety
capacitors in the adapter and may differ even between devices

of the same model due to the process [51]. In this experiment,
we evaluated TouchHBC on different laptops running Windows,
Ubuntu, or MacOS, including three Apple laptops, two HP
laptops, two HUAWEI laptops, and one XiaoMi laptop. We
modulated the CPUs using loop and sleep instructions, so the
different operating systems would not influence the commu-
nication performance. As shown in Fig. 14(c), the system can
maintain throughputs of approximately 19.69 bps and 19.73 bps
in two environments, indicating that the system can be deployed
on most laptops with metal casings. Furthermore, given the
excellent strength and thermal performance of the metal cas-
ing, companies such as Apple, HP, HUAWEI, and XiaoMi all
produce laptops with a metal casing that is favored by a wide
range of consumers. Therefore, we believe TouchHBC has high
promotion prospects.

4) Other Applications: In addition to the active modulation
of the leakage current by the CPU, other applications running
on the laptop can also affect the leakage current collected by the
electrode of the smartwatch. We selected common application
operations of laptops, including browsing the website, using
office software, watching videos, and playing games. To ensure
the normal operation of other applications on the laptop while
minimizing the impact on the communication system, a priority
scheduling mechanism is employed. This mechanism assigns
a lower priority to TouchHBC through the operating system’s
scheduling algorithm, ensuring the smooth operation of other
critical programs.

Based on the corruption detection mechanism, the system ex-
cluded symbols disturbed by other applications during the com-
munication. As shown in Fig. 14(d), we evaluated the throughput
of the system under the influence of different applications. We
tested 4 laptops with metal casing running different operation
systems: Apple (Mac OS), HUAWEI (Windows), HP (Ubuntu),
and XiaoMi (Windows), and presented the average throughput.
It can be seen that running other applications can affect the
throughput of TouchHBC and is related to the CPU usage of
the application.

5) Laptop Battery: In addition to different applications run-
ning in the laptop, the state of the laptop’s battery may also
have an impact on the leakage current, as the charging current
of the adapter varies depending on the state of the laptop’s
battery (i.e., fully charged or not fully charged). Therefore, we
evaluated TouchHBC with the battery in various states of charge.
As shown in Fig. 15(a), we validated the system on different
laptops running different operation systems. As can be seen, the
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Fig. 15. Evaluation of the TouchHBC system.

different states of the laptop battery do not affect the modulation
of the leakage current.

6) Touch Modes: To avoid the influence of other variables
on communication performance, we have restricted how the
user touches the metal casing of the laptop in our previous
experiments. For the electrode-based communication systems,
the user touched the lower right corner of the C-side of the laptop
using the palm of the right hand. First, we consider the effect
of the different positions of the laptop on the leakage current,
where we divide the C-side of the laptop into five positions as
shown in Fig. 15(b). Even though the metal casing of the laptop
has a very low resistance, the effect of this on the propagation
of leakage current cannot be ignored.

To improve the practicality of the system, a fixed contact
method may cause discomfort to the user. Therefore, we studied
the different touching modes of the user, as different touching
styles (e.g., finger, palm, or wrist) can change the area of the
user with the laptop and thus affect the propagation of leakage
current. Variables such as touch strength and angle, we do not
discuss here as the effect of these factors is minimal in com-
parison. As shown in Fig. 15(c), we compared the differences
between different touch positions of the system without the
restriction of touch modes in the MacBook Pro running MacOS.
As can be seen, TouchHBC is not affected by the different touch
modes and can maintain the communication performance in all
cases.

7) Electrode Positions: We proposed an electrode-based sys-
tem to implement the communication system between the lap-
top and smartwatch via leakage current. In this experiment,
we further verified the feasibility of communication between
a laptop and other wearable devices. In addition to common
wearable devices such as smartwatches and smart bracelets,
smart glasses are also coming into the public eye. Different
devices imply different contact positions of the device with the
human body. Previous research [20] verified the feasibility of
HBC at different locations on the human body. We attempted to
verify the feasibility of communication between the laptop and
different types of wearable devices, such as smartwatches (the
built-in electrodes at the wrist) and smart glasses (the built-in
electrode near the ear).

Furthermore, the electrode-based system has some special
cases when the user touches the laptop. For example, when the
user touches the laptop with his right hand while wearing the
smartwatch in his left hand. In this experiment, we placed the

Fig. 16. Evaluation of the TouchHBC system.

electrodes on the wrist and behind the ear of the user, respec-
tively, and evaluated the communication performance when the
user touched the laptop with the right hand, left hand, or both
hands, as shown in Fig. 15(d). The electrode position did not
affect the system, and the communication system based on the
leakage current is feasible for wearable devices with built-in
electrodes, such as smart watches, bracelets, and glasses.

8) Hand Moisture: The skin’s moisture level can affect the
body’s capacitance due to the electrode-skin coupling effect.
This phenomenon primarily arises from changes in the skin’s
conductivity: when the skin is wet, its surface resistance de-
creases, and the contact impedance reduces, which could poten-
tially affect the leakage current’s transmission path. However,
body capacitance is influenced not only by the skin’s electrical
properties but also by the dielectric properties of internal tissues.
Therefore, variations in skin moisture may not significantly
impact overall signal transmission. In this experiment, users
touched the metal casing of the laptop in the same manner, first
with wet hands and then with dry hands, to evaluate the influence
on TouchHBC. As shown in Fig. 16(a), although wet skin may
reduce the contact impedance, its effect on the leakage current
is weak, and the impact on signal modulation and transmission
stability is negligible.

9) Electromagnetic Interference: To evaluate the system’s
robustness against environmental interference, we simulated
electromagnetic noise by deploying a millimeter-wave radar
(MMWCAS-RF-EVM) near the user. The transmitter operated
at a power level of 13 dBm with a frequency of 77 GHz to
80 GHz, containing 4 cascaded AWR2243 FMCW transceiver
chips, while the system maintained a transmission rate of
20 bps. We then varied the distance between the millimeter-wave
transmitter and the user. As the distance decreased from 4m to

Authorized licensed use limited to: Shanghai Jiaotong University. Downloaded on November 03,2025 at 15:15:01 UTC from IEEE Xplore.  Restrictions apply. 



10164 IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 24, NO. 10, OCTOBER 2025

Fig. 17. Extended applications of TouchHBC.

1m, the signal-to-noise ratio (SNR) and throughput exhibited
only a slight decline, indicating that the impact on commu-
nication was negligible (Fig. 16(b)). This is because common
environmental electromagnetic interferences, such as Wi-Fi,
typically operate at high frequencies significantly higher than
the leakage current’s frequency range. As a result, the system
demonstrates strong robustness against electromagnetic inter-
ference from the surrounding environment.

VI. APPLICATION

In this section, we discuss several potential applications for
TouchHBC. The system provides a safe and secure way to protect
sensitive user information such as accounts and passwords. In
addition, it facilitates the secure pairing of laptops with wearable
devices such as smartwatches and smart glasses.

A. Touchsense

Vibration feedback is now widely used in smartphones, switch
consoles, and other devices to provide more realistic and inter-
esting interactions while playing games. However, it is difficult
for laptops to provide electronic components such as motors for
vibration feedback. With the built-in motors in smartwatches,
we can expand smartwatches into vibration feedback modules
for laptops.

The smartwatch can extract the data embedded in the leakage
current and define different vibration methods to achieve differ-
ent feedback. As shown in Fig. 17, TouchSense can achieve real
vibration feedback in the process of playing games, prompting
typos during text editing, as well as prompting messages without
affecting the screen display when watching videos on full screen.

B. Touchlog

As the hardware performance of smartwatches improves, the
types of services they support and the number of apps they
offer show explosive growth. It is difficult for users to directly
manage the numerous accounts and passwords, and these may
contain private information, such as payment software and social
software. Inspired by the Chrome browser to manage accounts
and passwords for multiple websites, we can use a laptop to
manage account passwords for different APPs in smartwatches
and embed the information into leakage currents to log into
different APPs in smartwatches and transmit information such
as payment QR codes.

VII. DISCUSSION

A. Limitation

1) Sampling Rate: Wearable devices such as smartwatches
on the market are capable of achieving the sampling rate of
48 KHz [52]. Still, the built-in sensors, such as electrodes
and accelerometers, are only capable of low sampling rates
(below 1 KHz) [53]. First, there is a limitation of the sensor
itself, whereas electrodes, in contrast to other sensors, have no
limitation on the frequency of the signal collected. The second
limitation comes from the kernel of the smart device, and recent
research [54] has increased the sampling rate of the built-in
accelerometer by adjusting the smartwatch kernel. Besides, as
the demands of the application increase, hardware upgrades in
smart devices, such as user demand for Hi-Fi. LG V60 [55] is
capable of achieving a sampling rate of 192 KHz. We believe
that the sampling rate limitation of wearable devices is sur-
mountable. The communication between laptops and wearable
devices via the leakage current could be widely used in the
future.

2) Sensor Permission: Due to the lack of an API for access-
ing the built-in electrodes of the smartwatch, it is difficult for the
system to collect the raw data directly from the sensor. In this
paper, TouchHBC achieves communication with a laptop using
an external AD2 [48] to read the leakage current captured by
the built-in electrode of the smartwatch (Apple Watch S6). The
laptop on the receiving side is kept ungrounded to simulate the
scenario where a user wears a smartwatch and touches the laptop.
We demonstrate through extensive experiments that the leakage
current-based communication system is robust to variations in
channel conditions, including different users and laptop models.
Therefore, it is feasible to build a human capacitive communi-
cation system using a smartwatch to collect leakage current.
Recent research also confirmed that the built-in electrodes of
wearable devices can enable attractive applications in human-
computer interaction, information security, and other areas such
as emotion recognition [23], gesture recognition [24], [25], and
user authentication [35], [36], [37]. Therefore, we believe that
sensor permissions for wearable devices with built-in electrodes
have an open trend in the future.

3) Transmission Rate: Although Bluetooth has been up-
graded to enhance communication security, it remains challeng-
ing to completely eliminate the risk of information leakage.
This continues to be a prevalent issue in the field of security
research. The security vulnerabilities in Bluetooth protocols
include attacks on the Bluetooth Passkey Entry protocol [56],
Numeric Comparison [57], and Device Impersonation [58]. The
continuous emergence of new attack methods highlights the
ongoing challenge of optimizing and safeguarding Bluetooth
protocols.

Physical-layer protections, on the other hand, offer a higher
level of security. The human body communication system based
on leakage current provides a more secure means of commu-
nication by restricting the range at which information can be
intercepted, allowing data extraction only at distances of less
than 3 cm [5]. This limitation makes leakage current-based
communication systems less susceptible to remote interception,
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thereby enhancing overall security compared to traditional wire-
less protocols.

While the data rate of TouchHBC is lower than that of conven-
tional wireless technologies, it is not designed to replace high-
speed communication. Rather, it serves as a complementary
secure channel for the transmission of short, critical informa-
tion, such as cryptographic keys, credentials, or pairing codes.
In these scenarios, security takes precedence over bandwidth.
Furthermore, the lower bandwidth is mitigated by the enhanced
physical security and reduced attack surfaces provided by the
system. TouchHBC offers a trade-off between speed and security,
which is commonly seen in many security-critical systems (e.g.,
smart card readers, QR-based logins, etc.).

4) Application Scenarios: TouchHBC enables communica-
tion through the leakage current generated by the human body
capacitance in a laptop, providing a more integrated and user-
friendly solution. However, the system does have certain limi-
tations in terms of application scenarios.

The primary limitation is its dependence on the conductivity
of the metal casing. The system relies on the metal casing to
facilitate the transmission of leakage current. Currently, major
brands such as Apple, HP, Xiaomi, and Huawei have released
laptops with metal casings, which dominate a significant portion
of the market. Additionally, wearable devices like smartwatches
and smart glasses are becoming increasingly popular among
users. With the widespread adoption of metal-cased laptops and
wearable devices, we believe that the TouchHBC system holds
promising potential for future applications, offering a convenient
and secure communication solution.

Secondly, the system relies on the laptop’s connection to a
power source to generate leakage current, which limits its porta-
bility and usability in environments without power. However, in
most common usage scenarios, such as offices, homes, or other
environments with access to power, the system’s advantages in
terms of security and ease of use can provide significant benefits.
The ability to securely transmit data through the human body
capacitance and the simplicity of the setup make it an attractive
solution in environments where power is readily available.

Finally, the system requires users to maintain physical contact
during communication. However, TouchHBC is not designed
for large file transfers; instead, it is intended for short, secure
exchanges, such as account credentials, pairing keys, or payment
tokens. These interactions typically only require a few seconds
of contact, which does not result in significant user fatigue.
As such, TouchHBC provides a secure and reliable method for
protecting sensitive user information, such as account details
and passwords, ensuring that such data is transmitted safely in
a convenient manner.

5) Information Security: During CPU modulation, the lap-
top generates a near-field magnetic field that can be captured
by nearby devices within a short range (less than 3 cm [5]).
For example, smartphones or other IoT devices equipped with
magnetic sensors can detect fluctuations in the magnetic signal
caused by CPU modulation, potentially leading to signal leakage
and posing an information security risk [3]. However, the limited
sensing range mitigates this risk, as any nearby smartphone or
device would likely be noticeable to the user in close proximity.

Additionally, the system employs On-Off Keying (OOK) modu-
lation to embed data into the leakage current. While this method
is simple, its robustness and security could be further optimized.
To enhance transmission reliability, the system incorporates an
active retransmission mechanism to minimize data loss during
communication.

To address these limitations, the system could adopt advanced
modulation techniques, such as hybrid coding schemes that
combine Low-Density Parity-Check (LDPC) coding [59] with
Advanced Encryption Standard (AES) [60], improving error
correction, robustness, and security in signal transmission. Fur-
thermore, during communication, the leakage current flowing
through the human body can be leveraged to extract human
capacitance characteristics for user authentication [15], [37],
adding an additional layer of security to the system.

6) Personal Safety: To ensure the safety of the proposed
system, we evaluate its compliance with established interna-
tional safety standards for leakage current and electromagnetic
exposure. First, we consider the safety of leakage current. IEC
60950-1 [61], established by the International Electrotechnical
Commission (IEC), is an information technology (IT) equipment
safety standard that explicitly regulates leakage current to pre-
vent electric shock risks under both normal and fault conditions.
According to this standard, the leakage current on the device’s
exterior or accessible metal parts must not exceed 0.5 mA under
normal operating conditions and must remain below 3.5 mA
in the event of a single fault (e.g., ground disconnection).
This ensures that users will not experience an electric shock
or discomfort when touching electronic devices in daily use.
The leakage current of the laptop complies with these safety
requirements.

Second, ANSI C95.1 [62], developed by the American Na-
tional Standards Institute (ANSI) and the Institute of Electrical
and Electronics Engineers (IEEE), sets safety limits for human
exposure to radio frequency (RF) electromagnetic fields. The
standard specifies that the specific absorption rate (SAR) of
electromagnetic signals must not exceed 0.4 W/kg. The leak-
age current of the proposed system is 0.5 mW/kg, which is
significantly below this threshold, ensuring compliance with
international electromagnetic safety standards. Finally, the IC-
NIRP [26] defines human exposure limits across different fre-
quencies, stating that the current should not exceed 20 mA, and
the average SAR should remain below 80 mW/kg. Therefore,
the proposed system meets the necessary safety requirements
outlined in these standards, ensuring its safe use in practical
applications.

B. Future Work

The operating state of devices in the mains may affect the
signals in the power network [47]. Therefore, we try to mine
information about the operating state of other devices from the
leakage current for interactions or attacks between devices.

Besides, we verified the feasibility of receiving the leakage
current at different positions of the human body in Experi-
ment V-C7. In future work, we plan to validate TouchHBC
on commercially available smart watches and smart glasses to
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enable information push from a laptop to a wearable device. In
addition, based on the perception of the human body capacitance
by the leakage current [15], the communication system can
provide user identification to the wearable device, thus further
enhancing the security of the system.

Furthermore, we aim to explore hybrid architectures that
integrate TouchHBC for secure key negotiation, followed by
high-throughput communication using conventional wireless
protocols such as Bluetooth. This approach has the potential
to combine the strengths of both paradigms, leveraging the
enhanced security of TouchHBC for initial authentication and
key exchange, while utilizing the higher data transfer rates
of Bluetooth or similar protocols for the subsequent commu-
nication. By incorporating these complementary technologies,
we can create a secure, efficient, and scalable communication
system that balances both security and performance.

VIII. CONCLUSION

In this paper, we propose a touch-based human communica-
tion system that leverages the built-in electrodes of a smartwatch.
The system embeds information into the leakage current of a
laptop to enable communication, with TouchHBC achieving a
throughput of 19.83 bps between the laptop and smartwatch.
The proposed system supports rich interaction features, such
as vibration feedback and account management, which can be
implemented on the smartwatch. Additionally, the system can
be integrated with high-throughput communication protocols
like Bluetooth, offering enhanced scalability while maintaining
a robust security foundation.
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